Acer eDataSecurity Management

Acer eDataSecurity Management offers you greater personal data security and
encryption for files and data transmitted via instant messaging or email. It
supports the Personal Secure Disk, a convenient location for storing important
files, and offers fast encryption and decryption using Windows Explorer.

Acer eDataSecurity Management also offers encryption and decryption for files
transmitted using Windows Live Messenger, Microsoft Outlook and Lotus Notes.

Note: When using Acer eDataSecurity Management, Windows
User Access Control may ask you to authorize certain actions, such
as changing the supervisor password. If asked, click Allow or
Authorize to continue with the initialization.

Warning: Do not encrypt these files!

To ensure system stability, you should not attempt to encrypt any
of the following folders and subfolders or the files in them:

* C:\Windows, C:\Program Files

* Acer eDataSecurity Management program folder

Encrypting any of these folders or files contained within them
may cause serious system instability that could require you to
reinstall your operating system, which will delete all your personal
data!



Starting Acer eDataSecurity Management

To launch Acer eDataSecurity Management:
*  Click on the Acer eDataSecurity icon in the Empowering Technology
toolbar shown on your desktop.

*  From the Start menu, go to All Programs > Acer Empowering Technology >
Acer eDataSecurity Management.
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This will open the Acer eDataSecurity Management main page.
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Personal Secure Disk (PSD) Configuration

Qpen or Cloze Personal Secure Disk: () Open (® Close
Auto Close ldle Time {1 ~60 Minutes):

Fhysical disk drive to use for PSD: :]

Capacity for PSD: 100 MB
Fersanal Secure Disk space already used: OMB (0%)
Note

Changing the PSD capacity or its physical drive will rearganize the Personal
Secure Disk, and it may take a few minutes or longer to complete. Please do
not cancel this operation or shutdown the computer befare the process is
campleted.

The PSD capacity should he set between 55MB and 4GB, and it may not he
=maller than the space already used in PSD.

Warning about Desktop Search Tools
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Running Acer eDataSecurity Management
for the first time

The first time you run Acer eDataSecurity Management you will be asked to
initialize the Acer eDataSecurity Management system. This consists of several
steps.

1 Read and agree to the end user license agreement.
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Acer eDataSecurity Management License Agreement

Please read the following license carefully and your

Acer eDataSecurity Management -

End User License Agreement

This End User License Agreement (Agreement’) constitues a valid and hinding agreement
LietwEen ACEr InC. ('ACE) and You, any end USEr who has desire for the use of Acer sDatagecurity
Management ['Software™, according to terms and conditions defined below. You must read carefully
before you enter into this Agreement by clicking on the AGCEPT button to be ahle to install andior
use the Software

BY CLICKING ON THE “ACCEPT" BUTTON, INSTALLING OR USING THE SOFTWARE, YOU
EXPRESSLY AGREE TO BE BOUND BY THE TERMS AND CONDITIONS OF THIS AGREEMENT AND
THE OMLINE HELP. IF YOU DO NOT AGREE TO ANY OR ALL OF THE TERMS AND CONDITIONS OF
THIS AGREEMENT AND THE ONLINE HELP, PLEASE DO NOT INSTALL OR USE THE SOFTWARE.

1. Grant of license. Subjectio the terms and conditions of this Agreement, Acer hereby grants
vou a limited, I 3 ,ng and permanent license to install,
use, access, display and run one capy ofthe Software on one camputer only

2. Access and/or use. ‘You shall not have the Software be concurrently installed, used,

nnnnnnn A dirnlnund arrin an e than one samnidor nn o el eeralaHarm o

O Iacceptthe terms ofthe license agreement

@ Idonotacceptthe terms ofthe license agreement.

2 Set up your supervisor (system) password.
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System Password Setup Description

1

Acer eDataSecurity Management reguires vou to set
up a Supervisor PFassword

Pazsword length must be 4 10 12 charactars. Only the
following characters are valid: A-Z, a-z, 0-9, and =-
Fleaze record and keep the Supervisor Passwaord in a
secure place for future references. Referto the
"Bystemn Setup and Administration” chapter in Online
Help for mare details.




3 Initialize the Personal Secure Disk (PSD). If you have previously created a
PSD, you can choose to utilize that instead of creating a new one.
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4 Enter your email address for further support and information. Make sure
you are connected to the Internet if you wish to register.

e
Submit Cancel




Passwords

The passwords you use are the keys to encrypting and decrypting files. Make
sure you keep your passwords in a secure place, and try to choose passwords
that are not easy to guess.

Password rules
The passwords you select must be between four and 12 characters in length.

They can consist only of letters, numbers and the following special characters:

= Equal sign

- Minus sign

[ Left bracket

1 Right bracket
Period

, Comma

; Semicolon

/ Forward slash

\ Backslash

Supervisor password

Your supervisor password can be used to decrypt any file that you have
encrypted. This is a “last resort” in the event that you have forgotten the
password you used to encrypt the file. You should not let other people know
what your supervisor password is.

The supervisor password will only work on the computer that you originally
used to encrypt the file.

Important: The supervisor password can also be used to override
the default password for changing any settings in Acer
eDataSecurity Management.



You can change your supervisor password using the Security Settings page of
Acer eDataSecurity Management. This is a time-consuming process and involves
some degree of risk, and therefore, is not recommended.

Changing the supervisor password

1

2

From the Security Settings page, choose Change Supervisor Password.
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Change Supervisor Password

Changihg Supervisor Password
Retry File Update

Supervisor Password usage log
Lastaccess: 15:46:41, 2006/12106

Last change: 15:17:34, 200611 2006
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Enter the existing supervisor password, and then enter the new password

twice.
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Changing Supervisor Password

Hote:

The Supenisor Password represents the top level of authority
for eDataSecurity.

This operation will scan all of the computer's fied disks and
update all eDataSecurity encryptad s with the new
Supervisor Pagsword. The process may take a few minutes.
Flease do not cancel this operation or shut down the
computer befare the process is completed

Since there may be a risk of losing encrypted files, you are
atvised notto do it unless absolutely necessary.

Current Pagsword

seas

New password (4 to 12 characters)
seas

CONMitm new password:

—— )




3 Acer eDataSecurity Management will then scan your system for any
encrypted files, and implement the change.

y
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Changing Supervisor Password

Searching and updating encrypted files. Please wait...

CAACRREMP OWE~TERE COY~11_inxP

N Warning:
This operation will scan all of the computer's fixed disks

and update all eDataSecurity encrypted files with the
new Supervisar Password. The process may take a few
minutes. Please do not cancel this operation or shut
down the computer before the process is completed

You should not abort this process, or allow Windows to shut down before the

process is complete. If the process is interrupted, it will continue next time you
start up your computer.

If the program is unable to process all the encrypted files, you will be informed
of which files were unable to be processed and the likely reasons why. You will
need to close any programs that might be using the encrypted files, reboot your
system and click Retry File Update to complete the process.
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Retry File Update

The files listed above cannot be provessed, They might have heen damaged of in
formats not readable by eDataSesurity

These files could not be updated in the previous attempt (most likely because they were
arcessed by other programs). Flease close all other programs and click® 0K to retry file
update.

(o camel ]




Encrypting/decrypting files and folders

Acer eDataSecurity Management allows you to password-protect personal files
and folders, or files sent via Windows Live Messenger, Microsoft Outlook and
Lotus Notes. The file encryption tool is integrated into the right-click context
menu of Microsoft Windows, making it easy for you to encrypt or decrypt a file
at any time.

Preview
- Edit E— |
eDS cha Print D5 create psd |
super
passw Rotate Clockwise
Rotate Counterclockwise
S|
Set as Desktop Background = |
2, Acer eDataSecurity Management b | @ DecryptFile
| may Open With 4 i Encrypt File
eDE create T eDteula

The file encryption tool is also accessible using Windows Explorer, as two
buttons (Encrypt File and Decrypt File) in the top right-hand side of the window.
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GQ [ s acer » pictures » [ 42| search 2|
File Edit Wiew Tools Help i: Encrypt File ﬁ_,DacryptFi\e == OpenfClose PSD
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A file that has been encrypted will be displayed with a different icon and file
extension.
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Encrypting a file or folder

To encrypt a file, right-click it and select Acer eDataSecurity Management >
Encrypt File from the menu that appears, or select it and click the Encrypt File
button in Windows Explorer. Once you enter the password, Acer eDataSecurity
Management will encrypt the file.
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File Encryption

Enter a password (4 to 12 characters):

e‘/ Confirm password:

Note:
Files already encrypted will not be encrypted
again
Warning about Desktop Search Tools
Powered by Elegls [ ox ™ Cancel)

Decrypting a file or folder

To decrypt an encrypted file, right-click it and select Acer eDataSecurity
Management > Decrypt File from the menu that appears, or select it and click
the Decrypt File button in Windows Explorer. Once you enter the password,
Acer eDataSecurity Management will decrypt the file. If you check Open the file
after decryption the system will run the file with its default associations after
decryption.
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File Decryption

Passward:
(g

I open the file after decryption

You should only apen a file that is from a safe
and reliable source.

Note:

Ifyou forget the passward, you can use the
Supervisor Password instead.

Warning about Desktop Search Tools
Powered by Begfs ok N Cancel)|
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Sending Other People Encrypted Files

You can encrypt any file that you send to someone using Windows Live
Messenger, Microsoft Outlook or Lotus Notes.

By default, Acer eDataSecurity Management activates encryption of files sent
via Windows Live Messenger. To disable this feature, open Windows Live
Messenger, click Tools and uncheck Enable File Transfer Encryption.

You can encrypt files that you send by email. Acer eDataSecurity Management
is integrated into Microsoft Outlook and Lotus Notes, offering you one-click
attachment encryption.

The encrypted file will be sent as a self-extracting '.exc' file, so there is no need
for the receiver to have Acer eDataSecurity Management installed on their
computer. The receiver will need to save the file to their hard disk, and change
the file extension to '.exe' before they are able to decrypt the file.

The Personal Secure Disk (PSD)

The PSD is a secure area where you can save files and data. It can only be
accessed after entering the correct password, and is invisible to Computer when
closed. You may use this to store personal data and files that you do not want
others to access.

1 To access your PSD, select Open from the Acer eDataSecurity Management
main window, and enter the Supervisor password.

Empowering Technology = = @
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Personal Secure Disk (PSD) Configuration

Open or Close Personal Secure Disk: (3) Cpen ) Cloge
Auta Close Idle Time {1~60 Minutes):

FPhysical disk drive to use for PSD: :]

Capacity far PSD: 1000 ME
Fersonal Secure Disk space already used: OMB (0%)
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Desktop

| DT test

| Public
Computer|
2 Floppy Disk Drive [4:)
=y ACER (C)

=a DATA (D2

MName ';2?1! Total Size Free Space
Hard Disk Drives (3)
ACER (C:) DATA (D

[ — = ——
@ 52,0 GB free of 71.2 GB @ 70.7 GB free of 70.3 GB

PSD (F3)

108 MB free of 108 MB

Devices with R ble Storage (2}

2| Floppy Disk Drive (&) £ DVD/CD-RW Drive (E5)

2 You can drag and drop files into the PSD for encryption.

3 Toclose the PSD, open Acer eDataSecurity Management and select Close.
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4 The PSD will not be visible in Computer.
w Tools  Help i/ Encrypt File ﬁ, Decrypt File N Open/Close PSD

| Mame Type & Total Size Free Space
Hard Disk Drives (2}
ACER (C:) DATA (D:)

T | == |
— 52.0 GE free of 71,2 GB 7 70.7 GE free of 70.9 GB

Devices with Removable Storage (2)

o :
i.$ Floppy Disk Drive (&:) $ DVD/CD-RW Drive (E:)

Er
¢ Disk Drive (A2
()

To ensure security, close the PSD when leaving or turning off your computer.
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