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Notice

Warranty and Limitation of Liability

Any software described in this manual is licensed “as is” and Acer and its suppliers disclaim any and all warranties,
express or implied, including but not limited to any warranty of non-infringement of third party rights, merchantabil-
ity or fitness for a particular purpose. Acer does not warrant that the operation of the software will be uninterrupted or
error free. Should the programs prove defective, the buyer (and not Acer, its distributor, or its dealer) assumes the
entire cost of all necessary service, repair, and any incidental or consequential damages resulting from any defect in
the software. IN NO EVENT SHALL ACER BE LIABLE FOR ANY INDIRECT OR CONSEQUENTIAL DAM-
AGES, INCLUDING LOSS OF PROFITS OR DATA, EVEN IF ACER HAS BEEN ADVISED OF THE POSSIBIL-
ITY OF SUCH DAMAGES.

The software license(s) that accompanies your computer system is for use only on a single computer. You may not (a)
make copies of the software except for making one (1) backup copy of the software which will also be subject to this
license, (b) reverse engineer, decompile, disassemble, translate or create derivative works based upon the software, (c)
export or re-export the software to any person or destination which is not authorized to receive them under the export
control laws and regulations, (d) remove or alter in any way the copyright notices, or other proprietary legends that
were on the software as delivered to you or (e) sublicense or otherwise make the software available to third parties.
The software is the property of Acer or Acer’s supplier and you do not have and shall not gain any proprietary interest
in the software (including any modifications or copies made by or for you) or any related intellectual property rights.
Additional restrictions may apply to certain software titles. Please refer to any software licenses that accompany such
software for details.
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1 Introduction

1 Introduction

Congratulations on your purchase of an Acer Altos server, and welcome to the Acer Server Manager (ASM), part of
the Acer manageability solution for servers.

Whether your Altos server is going to be used for mission critical applications or as a departmental server, server
downtime is becoming more costly and less tolerable nowadays. That is the main reason ASM was designed and is
provided to you. The software performs a set of server management functions that monitor and manage your server
configuration, operational status, performance indexes, environment health, critical and pre-failure alerts, etc. With
the built-in management capabilities, ASM allows the server administrator to remotely manage the server with ease.

This User’s Guide is designed to familiarise you with set up and operation procedures, whether you are a first-time
user or experienced user looking for specific information. The introduction provides an overview of ASM and the
ASM 6.0 features.

ASM Overview

ASM is a set of server and network management software that allows you to spot operational problems or potential
malfunctions in servers in a network environment without sacrificing efficiency.

ASM software consists of two major parts: an ASM management console (ASM console) and ASM system agents
(ASM agents). The ASM console can be used to monitor all of the managed server systems in the network in which
ASM agents have been installed. The ASM agents are the software programs installed on each of the managed server
systems in the network that collect and report the information about the managed server systems back to the ASM
console.

With ASM, administrators can monitor the operational health and resource utilization of server systems, locally and

remotely. The ASM Console has Graphic User Interfaces to facilitate monitoring of critical indicators, including but
not limited to: processor / memory / network / hard disk utilization, health monitoring sensors, and event alert notifi-
cations.

From ASM Console, the system administrator can monitor any targeted server on the network, provided ASM Agent
has been properly installed on that server. When the system administrator selects a system from the managed system
list in ASM Console, ASM Console will query the Agent on the managed system, then the Agent will collect informa-
tion and send it back to the Console. The administrator can then read and interpret the information from the ASM con-
sole and take the desired/appropriate management actions.

ASM 6.0 (ASM6) Features

The main features of ASM6 include:
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Discovery ---- The administrator can specify an IP address range, and ASM6's discovery engine will search
for available systems in the address scope and display the list of discovered systems in the managed system
area of the ASM Console. Allows administrators select desired nodes for management.

Retrieve System Information ---- ASM6 allows the user to view hardware, operating system, perfor-
mance, resource utilization and alerting events information about the system under management.

Alerts ---- ASM Console serves as an alert center. Pre-defined events that occur on all managed nodes are
forwarded to the ASM Console. Pre-defined actions can also be assigned alerts, including: pop-up message
box, audio alarm, executing a program on the ASM Console, and e-mailing a list of recipients.

Remote Management ---- The administrator can terminate processes that are running on managed sys-
tems, shutdown, reset and power on managed systems. Administrators can also operate managed systems
remotely with the remote management functions.

Unified User Interface ---- The Console user interface provides a dynamic display of related menu items
and management functions in a unified setting, allowing administrators to easily switch views from various
managed nodes with different management functions.

Using This Guide

This guide is to help both the new user and experienced reader understand and use ASM6. The guide is divided
into seven sections as follows:

Introduction

Overview and introduction of ASM6 functions and features
Installing and Uninstalling ASM6

Installation procedures for ASM6

Configuring and Running ASM6

Quick guide for ASM Console use

Using the Management Functions

Description of the ASM6 management functions
Frequently Asked Questions (FAQ)

Answers to likely questions regarding functional capabilities, installation, configuration, or use

Frequently Used Terms

For your reference some of the terminology abbreviations used throughout this guide are explained below:

Acer Server Manager (ASM)

The System Management Software referred to in this guide. It consists of ASM Console and ASM Agents.
The ASM Console requests information from ASM Agents running on managed servers.

Baseboard Management Controller (BMC)

BMC is a microcontroller that provides intelligent server management based onthe Intelligent Platform
Management Interface (IPMI) standard.
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Common Information Model (CIM)
CIM is a data model, a conceptual view of the managed system’s environment, which unifies and extends
existing system instrumentation and management standards (SNMP, DMI, CMIP) using object-oriented
constructs and design.
CIM Object Manager (CIMOM) and CIMOM Repository
The CIM infrastructure consists of the CIMOM and a CIMOM repository. Management applications depend
on the CIMOM to handle the interface between CIM consumers and CIM providers. CIMOM facilitates
these communications by providing a common programming interface to CIM. The CIMOM repository
holds the CIM, extension schemes and data information or data source details.
HP OpenView NNM
HP OpenView Network Node Manager is a well-known industry-leading enterprise management solution.
In-Band
The management scheme which requires the presence of an operating system and management agent.
IPMI
Intelligent Platform Management Interface.
Managed Server / System / Node
The server system being managed by ASM Console.
Management Console
The system on which ASM Console is deployed.
Navigator Window

Left pane of the ASM Console which allows the user to browse and select from various categories of the
hardware information of the managed server.

Out-Of-Band (OOB)

Pre-Operating System or Operting System-absent management scheme. The intelligent BMC allows the re-
trieval of managed server information, and performs remote management functions in the absence of an op-
erating system.

SMART
Short for Self Monitoring, Analysis and Reporting Technology. SMART is implemented as the health indi-
cators and thresholds in the hard disk drive hardware and firmware to predict impending failures. ASM re-
ports two kinds of predictions for hard disk drives through alerting events: Pre-failure predictions and

Critical predictions. The types of health indicators and their thresholds are determined by the hard disk drive
manufacturer.

SMBIOS
System Management BIOS

Windows Management Instrumentation (WMI)
WMI technology is Microsoft’s implementation of the Desktop Management Task Force's (DMTF) Web-
based Enterprise Management (WBEM) initiative for Microsoft Windows Operating Systems. It takes ad-
vantage of the DMTF CIM to represent managed objects in Windows-based environments.

WMI Consumer

The management application.
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WMI Provider

WMI Providers perform instrumentation on managed objects through WMI-enabled drivers, and supply
CIM-compliant instrumentation data to the CIM Object Manager.

Working Area

Right pane of the ASM Console, which displays detailed information of specific management functions.
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2 Installing ASM6

Before you start ASM6, the software components need to be properly installed. Two steps need to be followed to
complete the installation of ASM6:

* Install ASM6 Agent on systems to be managed systems
* Install ASM6 Console on the network administrator’s system

This section details the installation procedures.

ASM6 System Requirements

In order to run ASM6 properly, it is necessary that your system meet the following requirements:

System Requirements for ASM6 Agents
ASMG6 Agents can be installed on a server that meet the following requirements:

e Hardware Requirements

CPU Pentium III or higher

Memory 256 MB or above

Video SVGA supporting 800 x 600 or better resolution
Hard Disk Drive At least 50MB of free hard disk space
Networking Ethernet (10/100 MB)

* Software Requirements
Windows 2000 Server and Advanced Server
Windows Server 2003
RedHat Linux 7.3, 8.0, 9.0
RedHat Linux 9.0, Red Hat Enterprise Linux AS 3.0 (Altos R310 & Altos G310 only)

System Requirements for ASM6 Console

ASMS6 Console needs to be installed on the system intended to be the ASM6 Management Console.
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e Hardware Requirements

CPU Pentium III or higher

Memory 256 MB or above

Video SVGA supporting 800 x 600 or better resolution
Hard Disk Drive At least 120MB of free hard disk space
Networking Ethernet (10/100 MB)

* Software Requirements
Windows 2000 Professional
Windows 2000 Server and Advanced Server
Windows XP professional
Windows Server 2003
Microsoft Internet Explorer 6.0 or higher (Recommended)

Installing ASM6 Agents

The ASM Agents run on managed systems by interpreting and responding to requests from an ASM Console, to

retrieve data by executing lower level operations, and send the data back. ASM6 Agents are operating system de-
pendent which means that the operating system specific versions of agents are required for that run-time environ-
ment. ASM Agents are also hardware dependent which means that hardware specific agent is required to perform
instrumentation for the underlining technology used such as IPMI or SMBIOS.

ASMB6 installation provides automatic detection capability. Once you specify that you are installing ASM Agent
on a server, the ASM6 Agent installation process will automatically detect the operating system environment and
the underlining technology, and select the proper ASM6 Agent version for installation with no manual recognition
or selection needed.

Installing ASM6 Windows Agents

In Microsoft Windows, the native Windows Management Instrumentation (WMI) is available by default with the
installation of a Windows Operating System. WMI provides large amount of system information that is also used
by ASM6. So, ASM6 makes maximum use of the Windows WMI information in an approach known as Agent-
less design.

The ASM Windows Agent extends standard WMI functions to cover the hardware dependent system health mon-
itoring. ASM6 Windows Agents include two WMI providers, the SMBIOS provider and the IPMI provider; but
the ASM6 Windows Agent installation process will automatically detect and select the right provider to be in-
stalled.

1 Make sure the Windows Operating System is installed successfully, and the server is connected to the network.
This procedure will allow you to correctly detect and resolve networking issues before you start to configure the
ASM Agent.

2 Logon to Windows Operating System using an Administrator account.
Make sure Windows SNMP component is installed.
4 Insert the ASM6 Management CD into the optical drive.
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5 The License Agreement screen will appear after a few seconds. Click Accept and the following screen should
appear:

#* ASMB Management CD

6 Click the Applications icon: =i/ to install applications software.
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7 In the Application screen that follows, click on the + next to Application to expand the application options. Then
choose an appropriate agent form the model list that matches your system and then click the Setup icon at the
bottom of the window..

4=} ASM Console
=} ASMe for R70x and G90x
=& G300/G301

. iZ} ASM Agent for G300/G301
=& G310

.=k ASM Agent for G310
-1 G510 |
=1 R300/R310
-1 R701

Applications you can setup from Upgrade CD

The ASM6 Agent InstallShield wizard will launch, click Next to continue.

9  Enter customer information, when prompted.

10 Specify the user name and the company name and click Next, you will be prompted to choose a destination loca-
tion. Though you can specify your own destination directory where you want to install the agents by clicking the
Browse button, it is recommended to install in the default directory:

C:\Program Files\ASM Agents\
Click Next to continue.

11 Click Next to start the installation. You will see a progress bar during the installation.

12 A pop-up screen will appear when the installation is completed. Click Finish to exit the installer.

Setting SNMP Configuration

To make ASM6 work, you need to set the SNMP configuration first in order to allow the agents to send traps to
the console.

1 Click Start | Settings | Control Panel | Administrative Tools | Services. The Services list window will appear. Dou-
ble click SNMP Service to bring up the SNMP Service Properties window.

2 Click the Security tab.
Check Send authentication trap. Click the Add button to bring up the SNMP Service Configuration dialog box.
Choose READ ONLY/READ WRITE/READ CREATE from the Community rights drop-down list; set Commu-
nity name as public. Click Add.
Check Accept SNMP packets from any host.

3 Click the Traps tab.
Set Community name as public. Click the Add button to bring up the SNMP Service Configuration dialog box.
Enter the IP address of the trap destination (IP address of the console). Click Add.

4  Click OK.
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Note:

There is no entry in Programs menu for ASM Agents. If you want to remove ASM Agents, please use Add/Remove
Programs in Control Panel.

Installing ASM6 Linux Agents

The ASM Agents use some dedicated ports to communicate with ASM Console. You have to adjust the firewall
settings of the Linux server to make the following ports accessible.

The ASM6 System Monitor agent and Health Monitor agent in Linux environments are based on the Linux SNMP
service, therefore the Linux SNMP service needs to be installed first, and the firewall settings need to be adjusted
to allow SNMP service accessible from other hosts. To achieve this, the UDP port 161 for SNMP service should
be opened.

Packages

1 There are two sub-directories in current directory:
AltosG310_R310 folder is for Altos G310, R310

AltosServer folder is for Altos G300, G301, G510, G700, G701, G900, G901, R300, R701

2 For Altos G310, R310, only Red Hat 9.0 and enterprise AS 3 are supported
For other models listed before, Red Hat 7.3 and 8.0 are supported

3 Three package group are required:
a. UCD-SNMP and UCD-SNMP utility (ForR310 and G310,NET-SNMP is required)

b. Pegasus

The ASM Agents use some dedicated ports to communicate with ASM Console. You have to adjust the firewall
settings of the Linux server to make the following ports accessible.

* UDP/161 (SNMP)

* TCP/5988 (Pegasus CIM Server)

e TCP/5989 (Pegasus CIM Server)

e TCP/4400 (Remote Linux Console Agent)
. UDP/5500 (Remote Linux Console Agent)

You should know the platform type ( model name ), and change to the right directory( basing on managed server's
model name). The remainder of this guide will use SROOTDIRS to stand for the root dir of the right directory. For
example, if managed server's model name is "Altos R310" or "Altos G310", SROOTDIRS equals to "/mnt/cdrom/
asm/LinuxAgent/AltosG310 R310", or, it equals to "/mnt/cdrom/asm/LinuxAgent/AltosServer"

Before installing ASM6 Linux Agents, you should install UCD-SNMP v4.2.3 (or NET-SNMP) and Pegasus pack-
age first.

To install UCD-SNMP v4.2.3 (for Red Hat 7.3 and Red Hat 8.0 only):

1 If you have installed a different version of UCD-SNMP, uninstall it.

To check if UCD-SNMP v4.2.3 is already installed, use the command:
rpm -qa |grep ucd-snmp-4.2.3-1

To uninstall UCD-SNMP of a different version, use the command:
rpm -e ucd-snmp-* (* is the version number)

When you remove these packages, remove them in such an order that it eliminates dependency error messages.
For example, if a dependency error message appears, remove the package mentioned in the error message. Con-
tinue removing the dependent packages this way until the error messages stop.
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Note: the default installation may be NET-SNMP for Red Hat 8.0 or later versions. You should remove it the same
way you remove UCD-SNMP.

2 Insert the ASM6 Management CD into the Linux server CD-ROM drive. The CD should automatically be
mounted by the system. If not, you can mount the CD using the command:
mount /mnt/cdrom

Change directory to SROOTDIR$/dependency/, run the following command to install the UCD-SNMP daemon:
rpm -i ucd-snmp-4.2.3-1.i386.rpm

Note:

for Red Hat V9.0 or later versions, ucd-snmp is not required, but you should make sure net-snmp and net-snmp
utility packages are installed before installing ASM Agents. And, you'd better install these packages with the orig-
inal Red Hat CD.

To install Pegasus package
1 Change the working directory to
SROOTDIRS/Pegasus
2 Run the command ./pgpkg install (add EXECUTE mode to this file if necessary)

Pegasus will be installed to
/usr/local/share/pegasus.

4  Configure authentication method

After the installation is finished, you will be prompted to configure if the user authentication will be required. If it
is not, anonymous login will be allowed, thus anyone can manage this server. If you choose to enable it, you will
be prompted to add users that will be configured as managers.

Noticed that only valid users of the local system can be added.

Note: These settings can be modified after installation with cimauthconf, the configuration tool, which is in the
folder /usr/local/share/pegasus. You can get more information on how to use this utility with -k option.

To install the ASM Agents:

1 Insert the ASM6 Management CD into your computer’s optical drive.

2 Mount the CD-ROM with the command
mount /dev/cdrom /mnt/cdrom.

3 Change the working directory to
SROOTDIRS

4 To install the ASM Linux Agents, type in the command
Jasmsetup install (add EXECUTE mode to this file if necessary).

Follow the prompted installation guide.

5  Umount the CD-ROM Drive with the command
umount /mnt/cdrom.

To start or stop the ASM Agents

1  To start ASM Agents, use the command:
asmagent start

2 To stop ASM Agents, use the command:
asmagent stop

Note:
The utility, asmagent, has been installed into the hard disk and can be launched in any directory.
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Installing ASM6 Console

The ASM6 Console needs to be installed on the system intended to be the ASM6 Management Console. The
ASM6 Console provides administrative functions, allowing system administrators to remotely access and manage
servers with ASM Agents installed.

To Install ASM Console:

1 Make sure the Windows Operating System is installed successfully, and the server is connected to the network.
Logon to Windows Operating System using an Administrator account.

2 Insert the ASM6 Management CD into the optical drive.
Follow the initial installation steps by choosing the ASM Console in the applications selection screen.

The welcome screen should appear in a few seconds.

4  Click Next, and enter customer information as prompted.
Specify the user name and the company name and click Next. You will be prompted to select an installation type.

There are two installation types:

Typical -- The ASM6 Console will be installed with the most common options. This is recommended for most
users.

Custom -- You can choose customized installation options as you need. This is recommended for advanced users
only.

6  Click Next, you will be prompted to choose a destination location. You may specify the destination directory
where you want to install ASM6 by clicking the Browse button, or you may use the default directory which is:

C:\Program Files\ASM\

7  Click Next to continue.
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8 The following screen allows you to choose the custom installation options (This step will be skipped if you
selected Typical installation earlier)

InstallShield Wizard x|
Select Features ﬂ

Chooze the Features Setup will ingtall. I i'h

Select the features you want ta inztall, and clear the features you do fat want o ingtall.

— D'escription

A

[ ARME Wiewer A5M Consale.
- [w] v ailability Higtory

H-[w] Event Action Type

- [w] Event Wiewer

~[w] Event Wiewer Snapin

~[w] Health Moritor

~[w] Health Manitor [Agent]

~[w] MegaRAID

- [wf] Power Control ;I
Space Required on D 0k
Space Available on D BE17ES K.

[mztall5hield
< Back | Mest = I Cancel

(|
=

9  Click Next to continue.
10 Click Next to start the installation. You will see a progress bar during the installation.

11 A pop-up screen will appear when the installation is completed. Click Finish to exit the installer.

Note:

If you are installing ASM Console in a clean Windows 2000 without SP4 or later installed, after you click the Fin-
ish button, the installation program may require you to reboot the system. Please just click Yes to reboot the system.

Uninstalling ASM6

The following procedures should be followed if you need to remove ASM6 from your computer. In addition, you
may also need to uninstall ASM6 before you reinstall or upgrade the ASM software.

Uninstalling ASM6 Windows Agent

To uninstall ASM Agent, click Start, point to Settings, click Control Panel, and then double-click Add/Remove
Programs. Select ASM Agent and then click the Add/Remove button, follow the on-screen instructions to remove
the ASM Agent.

Uninstalling ASM6 Linux Agent

1 Uninstall ASM agent with the command:
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asmsetup uninstall

Note:
The utility, asmsetup, has been installed into the hard disk and can be launched in any directory.

2 Uninstall pegasus server with the command:

pgepkg uninstall

Note:
The utility, pgpkg, has been installed into the hard disk and can be launched in any directory.

IMPORTANT: Make sure to do uninstallation in the correct order: uninstall ASM Agents first and then uninstall
Pegasus.

Uninstalling ASM6 Console

To uninstall ASM6 Console, please click the following items in turn:
Start | Programs | Acer Server Manager | Uninstall.

You can select Remove and click Next to remove the ASM Console.
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3 Quick Guide

In this section, you will be given a quick guided tour of ASM6 to get yourself familiarized with the starting pro-
cedure and user interface.

Starting ASM6

After you have installed ASM Agent on a managed system, ASM6 Services will be added to the Windows Oper-
ating System. The ASM6 Services will start additional processes. No action is required for the user to start/stop
these processes. The processes will be started automatically when your Windows Operating System is started.

To start the ASM Console on the administrator’s ASM6 system where ASM Console has been installed, please
click the following items in turn:

Start | Programs| Acer Server Manager | Acer Server Manager.

ASMG6 Console Interface

The ASM Console window is the main interface to interact with the program. It is from this window that you will
be doing all your work. The ASM Console window consists of three areas:

Managed System area - Displays a list of systems managed by the ASM Console.
Management Function area - Displays the management function list available for a selected system.

Working area - The window where the manageable information is displayed and the management operations are
carried out.

The terms “Managed System Area” and “Managed System List” will be used interchangeably, as will “Manage-
ment Function Area” and “Management Function List.”

The Managed System Area and the Management Function Area are called Navigator Windows. You can click the
Navigator button to show or hide the window, or you can also click the (%) button to close the window.
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Clicking the and button can expand and collapse the windows respectively..

Managed System area

I:E. Functipn

..... ARMCIT

#-[El Adfailabilicy Historw(1)
% Health Monitar(0)

-.[BE) Health Manitor (Agent)(0)
58 WeqaRAID(D)

@ Acer Lierver Manager = |EI|1|
[]--@ Remote Linux Consolef1)
. [Eg Remate Windows Consal(0)

E—]-'@ Syskem Monitor(1)

R 10.41.145,24 5 1 1 Ik
[ Terminal services(D) ‘:J J 'r'rJ p J J : J £.y
[]...ﬁ Unaccessible(1) -~ J ’ 1 J 1 .
r Q11IEY
VAUl

— L

(L

|surveil: unaccessiblefmy 2

Ready

Management Function area Working area

When a specific managed system is selected or expanded in the Managed System List, the descriptive information
retrieved from that system (according to administrator’s selection) will be shown in the working area, the larger

window on the right.
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Managed Systems

The managed systems are listed in the Managed System Area in the upper left corner of the ASM Console user
interface. You can manage the monitored systems listed in this pane.

There are three types of views in which you can group and view monitored systems:

Subnet View -- The managed systems are grouped and viewed by subnets. The number of systems belong-
ing to that subnet is indicated by the number in the brackets to the right of the subnet name.

Group View -- The managed systems are grouped and displayed by groups. They can be grouped by depart-
ment, location, etc. The groups can be recursive. A system can be moved to a different group manually by
dragging and dropping.

Function View -- The managed systems are grouped and viewed by different functions.

Management Functions

ASM Console provides a variety of powerful management functions including:

System Monitor -- This function provides system configuration information with an easy-to-use interface
that displays the managed system's hardware and software configuration.

Availability History -- Shows the availability status history of a managed system.

Health Monitor -- This function monitors a managed system's environmental health status.

Event Viewer -- When an alerting event occurs, whether a hardware error or a particular threshold setting

has been exceeded, the ASM agent detects the condition and sends an event, sometimes called a trap, to in-
form the system administrator. The Event Manager logs the event in a real time log, and allows the system

administrator to view and to handle the event accordingly.

Web Viewer -- This function links to pre-set, system-specific contents through Web access. For example,
to an Acer Remote Management Card contents page.

Admin Console -- This powerful function links to pre-OS, text-based console redirection which redirects
BIOS, OS administration information, and remote diagnostics operation from the managed system to the
ASM console no matter which operational stage a managed system is in.

Remote Console -- This function redirects Windows and Linux system’s graphic console from the managed
system to the ASM Console.

Terminal Services -- This function allows you to remotely access the managed system through Windows
Terminal Services.

MegaRAID -- This function allows you view MegaRAID information.
Power Control -- This function allows you to set the power state of a managed system.

ARMC Viewer -- This function allows you to perform remote management and monitoring of systems with
Acer Remote Management Cards (ARMC).

Event Rule Setup -- This function allows you to target systems and events you are interested in, the specific
conditions you want to distinguish (critical temperature, high bus utilization, etc.), the alert methods you pre-
fer, and the response you would like taken on receipt of event notification/occurance.

Remote Configuration -- This function allows you to set SNMP trap and threshold options.

Working Area

The Working Area is the large area on the right of the Navigator Window where information retrieved from ASM
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Agents is displayed. Administrators can also use this area to remotely monitor and manage targeted systems.
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4 Using ASM6

In this section, you will be guided through various features and procedures of using ASM to perform server man-
agement functions.

Discovering

The first step to effectively managing the systems in your network is to “discover” or locate them on the network.
ASM Console provides an automatic discovery tool for easily connecting to all the managed systems on your net-
work.

To set up the ASM auto discovery, select the following items in turn:

Tools | Auto discovery...

Then the Schedule Auto Discovery window will pop up, with four tabbed pages for you to set the auto discovery
preferences.

Setting up Subnet

The Subnet page can be used to add and to remove subnet(s) for the auto discover engine to search..

M. Scheduled Auto Discovery x|

Subnet I Schedulel Filker | Histu:-r_l,ll

¥ Always search the lozal subnet[10.41.145]
v Search the subnet in the list ﬁ
Add a subnet

~ 4 . 145 Add Remove |
Digoovered: 70 system(z] kanageable: 1 svstem(z]

Start | k. I Cancel

* Always search the local subnet - Search all systems in local subnet(s).
e Search the subnet in the list - Specify subnet(s) in which to search for systems.
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In the Add a subnet field, enter the subnet and click the Add button to add it to the list. You can add several
subnets. If a new subnet needs to be added into discovery, simply type in the subnet address, and click the
Add button to add it.

Setting Up Discovery Schedule

The Schedule page can be used to set up the time interval for the auto-discovery. .

A Scheduled Auto Discovery x|

Subnet  Scheduls I Filker I Histu:ur_l,ll

Ewem 1 hourfz] , and when A5k Startup

[¥ Enable the scheduls

Schedule tazk:

Everm |1 jl Haours [1-24)

¥ when A5M Startup

Start | k. I Cancel

On the Schedule page, check Enable the schedule and enter the desired time interval to run auto discovery.

If As ASM Startup is checked, auto discovery will be enabled as ASM starts. Otherwise you should click the Start
button to start auto discovery. Discovery will be performed automatically at the scheduled interval.
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Setting Up Filter
The Filter page can be used to select specific groups of systems to be discovered.

A, Scheduled Auto Discovery x|

Sul:unetl Schedule  Filter |Hist|:|r_l,ll

¥ Enable the filker

[w]ASH 4.5 available
[w]ASH B.0 available
1P| available

[w[heqaRAID available

Only the above types of zervers will be inzerted into system hst if
you enable the filker. Otherwize all discovered servers will be
inzerted.

Stark | 0k, I Cancel

On the Filter tabbed page, check Enable the filter and then check the filtering options as desired:

ASM 4.5 available - Only search for systems with ASM 4.5 Agent pre-installed.
ASM 6.0 available - Only search for systems with ASM 6.0 Agent pre-installed.
IPMI available - Only search for systems with IPMI enabled.

MegaRAID available - Only search for systems with MegaRAID enabled.
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History

The History page displays the auto-discovery history..

A Scheduled Auto Discovery x|

Sul:unetl Schedulel Filter  History |

Higtary list

BAE£2004 1:23:23 PM :I
Discoveny starts,

AMBA2004 1:26:51 P

Digcoverny stops.

AMEA2004 1:26:51 P

Digooveny finizhed.

Totally 1 objectz have been discovered, 0 objects have been

added to database, and another 1 objects’ properties have been
Lpdated.

=
Start | k. I Cancel |

After you have set up all of your preferrences, click the Start button to run auto discovery. All systems in the spec-
ified subnets will be tried and discovered automatically and listed in the Managed System List.

Managing System List

After running auto discovery, all found systems are listed in the Managed System area of the ASM Console user
interface. They are grouped automatically according to their subnets in Subnet view and functions in the Function
view respectively. You can add, delete or rename systems manually, and group the systems according to your
needs.
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Adding a System

With ASM Console, you can manually add a computer to the Managed System List by its hostname or IP address,
or from a computer list generated by the auto discovery process.

1 Inthe Managed System Area, in any of Subnet, Group, Function views, right-click the title (Subnet, Group, Func-
tion) and select Add a system... from the drop down menu..

a Acer Server Manager ;lglil

File “iew Tools Window Help

Event Yiewer
k @
-5 MegaRAIDIO)
----- Remote Admin Console(0)

[]"@ Feemote Linw: Consoled1)
J@ Remote Windows Console()
[—]--@ System Monikor(1)

@ Terminal Services(0)

E]---@ Unaccessible(1) s J

| TPHGILY

-
i oaye
1011187
Management Function

B Eventviewer \‘/ J LJ

e
—v

ad

(L

add a System. .. |Surveil: unaccessible(0) A

2 An Add a system window will appear. Type in the IP address or the computer name you want to add and then
click the Add button. The new system will be added to the managed systems..

Add a system x|

Host: | Add

Cloze

Clutput

ILlL\_
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Searching for a System

Sometimes there could be too many managed systems, making it difficult to locate the system you need quickly.
ASMG also has a search tool to quickly locate the desired system.

To search for a managed system, do one of the following:

* Click the Search button on the toolbar.
* Choose Search Managed System... from the View menu.

A Search Managed System dialog box will appear..

,i:l Search Managed System 5[

Search what: ||

' Search by Mame
" Search by IP Address

[ Match the whole name o whale |P address

Result:

Select Al Select Cloge

Set your searching options.

e Search by Name. The search will be performed according to the name you enter.
*  Search by IP Address. The search will be performed according to the IP address you enter.

Match the whole name or whole IP address. This feature is useful to search for systems with specific pattern in
their name. Without this feature checked, the search finds any systems with matching string, whether it is a frag-
ment of a longer string. With this feature checked, the search finds the system that matches the pattern string, or
IP address that contains the IP string you entered.
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Deleting a System

From the Managed System List, right-click the system you want to delete and select Delete system. The system
will be deleted after confirmation. You can also delete a system by selecting the system and pressing the <Delete>
key on the keyboard..

E Acer Server Manager ;Iglﬁl

File Miews Tools Window Help

& = EE e .|

& B &

(& Function
-8 ARMCO)
E--@ Avvailability History1)

% Health Morw
-[0E| Health Mor Remote Configuration
ﬂ MegaRalD Power Control 4
(B remate £ Weh Viewer 4

[]"@ Rernoke Lin
- [E@ Remote w Survei

B @ System Mo Dianit Sureil “ J - - ;
é-l?;nilonj;@ Aeailability History -+ | 4 ; -—JJ -r-rJ IJ J :J -Ey
XITINLY

B ﬁ Unaccessit @ Remate Linux Console
@ Ewent Wiewer

5k Systern Manitor

e
L

(L

anagement Fi \
, - -~
@ Availabi Refresh Selected Swstem - | I '_i
@ Event Properties. .. et
R Remote Linux Consale
[ System Monitor
Delete System |Survei|: unaccessiblel0) A

From the Managed System Area Group View, you can add a group into the managed system list manually.
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Adding a Group

1 In the Managed System Area, right-click the Group title and select Add a Group...

@ Acer Server Manager

=101 %]
File View Tools Window Help

@ | &

@ .

Q Open

add a System.[.!

@ Ewent Wiewer

P Asm

 d

STINPIGILY

Management Function

& Eventviewer \‘/: J LJ E

&dd a Group

|Surveil: unaccessibledd)

4
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2  Type in the new group name, and the new group will be added..

P asm

PG

a Acer Server Manager

I [m[ 3

File “iew Tools Window Help

o E S

B &

@ Group

J%;, Unspecified

| R
| m—

p
=)

Management Function

g Val

(L

add a Group

|Surveil: unaccessible(o) 2

Deleting a Group

From the Managed System List, right -click the group you want to delete and select Delete. The group will be de-

leted after confirmation. You can also delete a group by selecting the group and pressing the <Delete> key on the
keyboard.
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Right Clicking on a Target System

ASMBG6 provides a convenient way -- right clicking on a system -- to launch management functions. They include
Remote Configuration, Power Control, Web Viewer, Surveil, Refresh Selected System, and Properties.

Remote Configuration

Remote Configuration allows you to set the SNMP trap destination and threshold on the selected system. If the
threshold is exceeded, the trap will be sent to the destination you specified.

To use the Remote Configuration function, you need to login to the target system first. The account you login with
should have administrator priviledges (on the system you want to access or in your domain).

login x|

— Login

[ Login as curent user

Ilzer Mame Iadministratnr

Paszward

Ixxxxxxxxxxxxx

[ Save user name and passwaord

| Login I Cloze

Lagining BUILDER...
Login BUILDER iz failed. [DCOM Accezs Deny]

The number of tabbed pages in the Remote Configuration window depends on your specific system. If your system
supports SMBIOS, there will be three tabbed pages (SNMP Trap, Threshold, and Emergency). If your system sup-
ports SNMP, there will be four tabbed pages (SNMP Trap, Threshold, IPMI and Emergency). If your system sup-
ports ASF, there will be three tabbed pages (SNMP Trap, Threshold and ASF). If your system supports neither,
there will be two tabbed pages (SNMP Trap and Threshold).

On the SNMP Trap page, you can add an SNMP trap destination by clicking Add and entering the destination.

On the Threshold page, you can change the threshold by clicking Threshold Value and entering a new value.
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On the IPMI tabbed page (For system with IPMI available), you can set or change the IPMI-Over-LAN password
and change the BMC Channel settings.

Remote Configuration il

SMMP Trapl Threshald ~ IPMI |Emergenn::_l,ll

|Phl-over-LAN Paszword I

[Ermpty pazsword means no change. ]

—BMC Channel
Channhel IEhanneIE "I
IP &ddresz Source IManuaI bMaode j

IPéddess | 10. 41 .145. 4
GatewayIP | 10. 41 .145. 1

Subret M azk |255.255.255. 1]

k. I Cancel Smply

IPMI-over-LAN Password: Set the IPMI authentication password here.

Channel:
Channels provide the mechanism for directing the routing of IPMI messages between different media con-
nections to the BMC. A channel number identifies a particular connection. For example, 0 is the channel
number for the primary IPMB. Up to nine channels can be supported (the System Interface and primary IP-
MB, plus seven additional channels with media type assigned by the implementer.) Channels can thus be
used to support multiple IPMB, LAN, Serial, etc., connections to BMC.
IP Address Source: Specify the IP address of IPMI.

Unspecified - The IP address is not specified.

Manual Mode - Configure the IP address manually.

DHCP Mode - The IP address is obtained by BMC running DHCP.

Sharing OS IP Mode - The IP address loaded by BIOS or system software.
IP Address: Specify the [P address for [IPMI. Available when the IP address Source is Manual Mode.

Gateway IP: Specify the Gateway IP address for IPMI. Available when the IP address Source is Manual
Mode.

Subnet Mask: Specify the subnet mask for IPMI. Available when the IP address Source is Manual Mode.

ASM 6.0 User's Guide 27



4 Using ASM6

On the ASF tabbed page (For system with ASF available), you can set or change the ASF password and change
the adapter settings for sending alert .

Remote Configuration x|

SNMP Trap | Thieshold ASF |

Adapter for sending alert ILn:u:aI Area Connection j
A5F Pagaward ||

[Ermpty means ho change]

k. I Cancel Apply

Adapter for sending alert:

Adapters provide the mechanism for directing the routing of ASF messages between different media con-
nections to the BMC.

ASF Password: Set the ASF authentication password here.
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On the Emergency page, you can choose to shutdown a managed system if the temperature is too high. For
IPMI enabled systems, you can also set the automatic restart function here.

Remote Configuration ﬂ

SNMP Trap | Thrieshold | IPMI Emergency |

r Shutdown spstem gracefully i temperature
ig too high.

Autamatic: Spztern Festart
[~ Enabled

watchdog Timer |5 vI[f'-"l] Action IND.-’-'-.ctiDn "’I

k. I Cancel Smply

Shutdown system gracefully if temperature is too high.
Automatic System Restart

Watchdog Timer - Specify the time interval for the Watchdog Timer, if the specified period is reached
but the Watchdog Timer is not reset by the ASM Agent, the action you select from the Action drop down
box will be executed.

Action - Execute the action when the specified period is reached but the Watchdog Timer is not reset by
the ASM Agent.

Power Control
ASMG6 provides power control functions for you to control the power states of managed systems, including:

¢ OS Shutdown - Shutdown the managed system with WMI / Pegasus available.

¢ OS Restart - Restart the managed system with WMI / Pegasus available.

e IPMI Power On (For systen with IPMI available - Power on the managed system with IPMI available.

e IPMI Power Off (For systen with IPMI available) - Power off the managed system with IPMI available.

e IPMI Reset (For systen with IPMI available) - Reset the managed system with IPMI available.

¢ ASF Power On (For systen with ASF 2.0 available) - Power on the managed system with ASF 2.0 avail-
able.

¢ ASF Power Off (For systen with ASF 2.0 available) - Power off the managed system with ASF 2.0 avail-
able.

¢ ASF Reset (For systen with ASF 2.0 available) - Reset the managed system with ASF 2.0 available.

¢ Task panel - Show the tasks on the managed system.
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Web Viewer
Web Viewer allows you to add an URL that can be viewed by ASM6.
Surveil

When ASM Console is running, it polls the status of every managed system, if a managed system becomes
inaccessible, a red cross will be displayed on the bottom-right of the managed system's icon. No other action will
be taken. But if a managed system is under surveillance, ASM Console will generate a "Managed System Unac-
cessible" event when it becomes unaccessible. Administrators can use "Event Rule Setup" to configure what ac-
tions to do after receiving such an event.

By default the managed system is not under surveillance. To put a system under surveillance, administrators can
right-click the managed system and choose "Surveil." If a managed system is under surveillance, there will be a
green check on the top-left of the managed system's icon. To cancel surveillance on a managed system, adminis-
trators can right-click the managed system and choose "Don't Surveil."

Refresh Selected System
Choose this option to refresh the properties of the selected system.
Properties

Please refer to Viewing System Properties on page 32.

Authentication

To manage target systems, ASM6 uses several standards to retrieve information and login to a managed system.

e SNMP (Simple Network Management Protocol) - SNMP is a network management standard widely used
in TCP/IP networks and, more recently, in Internet Packet Exchange (IPX) networks. SNMP provides a
method of managing network hosts such as workstations or servers, routers, bridges, and hubs from a cen-
trally-located computer running network management software. SNMP performs management services by
using a distributed architecture of management systems and agents.

e IPMI (Intelligent Platform Management Interface) - IPMI is a de facto industry standard, and uses a dedi-
cated BMC as the intelligent management processor for high-end server management. The IPMI / BMC
keeps the sensors in check, serves the queries from the ASM Console, logs the events and sends alerts to
the ASM Console, through Out-Of-Band communications. Since there is no agent support required, this is
sometimes called agentless implementation, and functions even when the server OS is down or when the
server is powered down. Advanced BMC can even support complicated management functions such as
remote console, remote virtual floppy / CD drives, and web-based management interface.

* Pegasus - Pegasus is an open-source implementation of the DMTF CIM and WBEM standards. It is
designed to be portable and highly modular. It effectively translates the object concepts of the CIM objects
into a programming model but still retains the speed and efficiency of a compiled language. Pegasus is
designed to be inherently portable and builds and runs on most versions of UNIXZ, Linux, and Microsoft
Windows.

Global Authentication Options

The Options window allows you to set the global SNMP and authentication options.
To launch the Options window, click Tools menu and then choose Options....

* SNMP Option allows you to set the SNMP options. If you want to use the default options, please click the
Default button.
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Windows Authentication allows you to specify a default login user for all managed Windows Systems.
IPMI Authentication allows you to specify a default login user for IPMI device in all systems.

Linux Authentication allows you to specify a default login user for Pegasus service in all systems.

Authentication Option for a Selected System

To set authentication option for a selected system:

Right click on the system and choose Properties from the drop down menu, the system properties will be displayed
in the working area. There are four tabbed pages related to authentication options.

SNMP Option - shows the SNMP options for the selected system. If Uses default SNMP Options is
checked, the default SNMP options are applied to the selected system. You can also uncheck this box and
define the SNMP options yourself.

Windows Authentication - allows you to specify a default login user for the selected Windows System. If

Use Global default login user is checked, the login you defined in Toolleptions will be used for the

selected system. You can also uncheck this box and define a private default login user yourself.
IPMI Authentication - allows you to specify a default login user for IPMI device in the selected system. If

Use Global default login user is checked, the login you defined in Toolleptions will be used for the
selected system. You can also uncheck this box and define a private default login user yourself.

Linux Authentication - allows you to specify a default login user for Pegasus service in the selected system.

If Use Global default login user is checked, the login you defined in Toolleptions will be used for the
selected system. You can also uncheck this box and define a private default login user yourself.
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Viewing System Properties

The Properties window shows the information of the selected system and the authentication options.
To view the properties of a managed system:

Right click on the system and choose Properties from the context menu, the system properties will be displayed
in the working area. There are six tabbed pages in the Properties window as follows:

General - shows the basic information of the selected managed system.

Object Properties - shows the detailed information of the selected managed system
The Properties window also shows the authentication options for the selected system, which may be different
depending on the authentication method available on that system. For detailed information, please refer to
Authentication on page 30.

If required, the system properties can be exported and saved in a .csv file.

To export system properties:

From the File menu, click Export... to display an Export Managed System window. Enter the file name and select
the directory in the Export window.

Select the properties you wish to export and then click Finish, to save the system properties.
To import system properties:

From the File menu, click Import... on the file menu to show an Open window. In the Open window, select the
file you want to import from and then click Open. The computers will be added to the managed systems list.

If the computer already exists in the Managed System List, ASM6 will show a Confirm System Insert window.
You can choose to skip the update or continue and create a new computer.

To refresh the properties of a managed system system:

From the Managed System List, select a system and right click on it, and then choose Refresh Selected System
from the drop down menu to refresh the properties of the selected system.

To refresh the properties of all systems:
Click the Tools menu and then select Refresh All Systems.
Now you have mastered the handling managed system list and system properties, and you can start to use other

ASM6 management functions through the ASM Console to manage and monitor systems, diagnose problems, or
use the remote console functions to manage the systems remotely.
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Monitoring System Health

The ASM6 System Health function monitors the environmental health status of managed systems with various
environmental sensors. Major items that system health monitors and reports include:

e CPU Temperature

* Voltages

* Fan and Cooling Device
*  Power Supply status

e System Chassis intrusion

System administrators can proactively query system health status through the ASM Console. If any faults occurr,
the System Health monitor will log the event and alert the system administrator .

Underlying Technology

This sub-section explains some technical background information about how ASM6 has been designed and imple-
mented to provide the functionalities. It is for more technical readers who demand deeper understanding of ASM6.
If you find it difficult to understand this sub-section, you may prefer to skip it.

Query and Alert
There are two types of basic server management activities:

* Query - System administrators use ASM Console to request information from the managed server, and to
perform management actions.

e Alert - The ASM Agent installed on the managed server monitors and sends alerts automatically to the
ASM Console when abnormal conditions occur.

In-Band and Out-Of-Band
There two ways for the ASM Console to query and manage the targeted server:

* Through ASM6 Agents running on managed servers. Since agents run under the OS and make use of the
native network and communication mechanisms, this is usually called In-Band communications.

e Through direct communications with the intelligent management processor in the managed server. Since it
does not require OS support by the server, and may even use its own network channel, it is usually called
Out-of-Band (OOB) communications.

The actual mechanisms used in your server management are largely determined by management technology (hard-
ware and firmware) deployed on your server, as explained below.

SMBIOS, ASF, and IPMI/ BMC
To achieve different alert levels, different hardware and firmware technology needs to be used in addition to the

hardware sensor technology. Examine your system specifications to find out which technology is supported by
your system.
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SMBIOS (System Management BIOS) - SMBIOS is an industry standard to keep management informa-
tion in a well-structured, easy to access area within BIOS. It also contains sensor data and event logs in pre-
defined structures. Due to the lack of additional hardware support, the server management of SMBIOS -
only platforms totally depends on the agents and In-Band communications, for both query and alert, leav-
ing no support when the OS is down, or when the server is powered down.

ASF (Alert Standard Formats) - ASF is a different industry standard for alerting. The ASF logic usually
is built into the NIC hardware and firmware. In ASF enabled systems, the sensor reading query still
depends on In-Band communications through agents and / or SMBIOS. But the alert of ASF-defined
events, as well as the ASF-defined management functions such as power on / off / reset, can be supported
by ASF logic through Out-Of-Band communications. Even when the server has been powered down, those
ASF functions are still supported, as ASF logic in the NIC is also supported by secondary power (some-
times called backup power).

IPMI (Intelligent Platform Management Interface) - IPMI is a de facto industry standard, and uses a dedi-
cated BMC as the intelligent management processor for high-end server management. The IPMI/ BMC
keeps the sensors in check, serves the queries from the ASM Console, logs the events and sends alerts to
the ASM Console, through Out-Of-Band communications. Since there is no agent support required, this is
sometimes called agentless implementation, and functions even when the server OS is down or when the
server is powered down. Advanced BMC can even support complicated management functions such as
remote console, remote virtual floppy / CD drives, and web-based management interface.
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System Health Monitor Interface

If the system is equipped with IPMI/BMC, the Health Monitor will be shown in the management function pane; if
the system is equipped with ASM Agent, the Health Monitor (Agent) will be shown in the management function
pane.

To launch the System Health Monitor, select a system in the Managed System List, and then click Health Monitor
in the Management Function List. You can also launch it by right-clicking the system name and selecting Health
Monitor from the drop down menu.

Enter your user name and password when prompted.

The System Health Monitor shows the following system health status screen, with Chassis, Temperature, Voltage
and Fan information etc. which may be different depending on the health monitoring type.

E?j Acer Server Manager - [10.41.145.97 - Health Monitor] -0l =]
% Ele Yew Tools MWindow Help ===l
AEBETEOR- o4 D8 6E

| & 10.41.145.97 Heal.. [IE] LOCALHOST - Health .. |

& @ &

[@: Function - y = : ===
- ARMc(m) & : Health Status | Platform Information | System Event Loy |
(- Availabiity History(2)
E--% Health Manitor( 1) =

- ]
Ej 10.41.145.97 %’l
=] Health Manitar (Agentil) 4 Health Status

----- ) LocALHOST

198 MegaRAID(D)

Current System Power Status  Off
[—]--- Remote Admin Console(1) yst
.7, 10.41.145.97 Accumulated Power On Hours 6604
D"@ Remote Linux Console(Z)
. [Bg} Remote windows Console(@ Watchdog Timer Status (ASR) Disabled

E@ Swstem Monitor{2)

- -4 LocalHosT -
R "
(¥)

|»

Management Function
B Eventviewer

@ Temperature

g3 Health Monitar @ voltage
Rermote Admin Console

¥ oov
CPUal N/ T e
Lower ¥ 0V
3.3V 0.00v critical = .
¥ ov
5y 0.00v Lower S —— =
Ready Surveil: unaccessiblefd) 2

Health Monitor with IPMI / BMC

Health Monitor toolbar

Power On/Off Powers on or off the managed system.

@

ASM 6.0 User's Guide 35



4 Using ASM6

Reset Resets the managed system.

4%

ID LED On/Off  Turns the ID LED of the managed system on or off.
ID

Refresh Refreshes the managed system’s screen.

Auto  Refresh Turns the automatic refreshing function on or off.
On/Off

=

Refresh Rate Sets the refreshing time interval.

(=2
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@ Acer Server Manager - [LOCALHOST - Health Monitor {Agent}] - |E||5|

Eile Yigw Tools ‘Window Help =121
YL X G

ket 10.41,145.57 - Health... | LOCALHOST - Healt...

& @ &

(3 Function =
..... ARMC(D)

[]--@ Availability Hiskory(2)

H"% Health Monitor(1)

= E| Health Monitar (Agent)(1)

----- {3 LOCALHOST

...} MegaRAID(D)
[—]--- Remote Admin Console(1)

[]"@ Remoke Linux Consoled2) | | A Chassis
@ Femoke \Windows Console(0;

EI@ Systermn Manitar(Z)
|

() LOCALHOST

P - Chassis Intrus Open Open
| ;IJ
iz nt Function (2] @ Temperature
[E  Awailability Histary
¥ :c
& Eventviewer CPU1 Temp j20cC 0K - -
; ¥ uc
Health Monitar (Agent) CPU2 Terp 19.0c ok —
@ Remote Linux Gonsole ¥ o
) Systern Temp 25.0C OK -
B System Monitor 50 0
& voitage ]
Ready Surveil: unaccessible(@) 4

Health Monitor with ASM6 Agent

Health Monitor (Agent) toolbar

Refresh Refreshes the managed system’s screen.

Refresh Rate Sets the refreshing time interval.

[F2

Start Reresh Starts the automatic refreshing function.

[y
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Stop Refresh Stops the automatic refreshing function.

[

Please note that the icons on the system health monitoring screen stand for:

(&) : The sensors of this device are in healthy states.

%) : The sensors of this device are in failing states, or could not be read / detected.

If all the devices of the managed system are in good states, the light indicator in front of the System Summary
Status will be green; otherwise it will be Red.

You may click the icon in front of the monitoring device to display the individual sensors and their status.

System Health Monitoring with IPMI / BMC

The System Health Monitoring in ASM6 can automatically detect which health monitoring technology has been
deployed in the targeted server, and invoke the right ASM health monitoring module for that technology. If the
IPMI/BMC technology has been deployed in the targeted server, then, more health monitoring information will be
displayed and handled in five property pages: Platform Information, Health Status, and System Event Log.
Health Status

This page displays several categories of health information from the managed system. The number of actual cat-
egories may vary depending on the actual hardware of the managed system.

Current System Power Status: Power status, On or Off.

Accumulated Power On Hours: The amount of time that the system has been on.
Watchdog Timer status (ASR): Status of the Watchdog Timer.

Temperature

CPU Temp: Current CPU temperature in degrees Celsius.

Baseboard Temp: Current temperature of the baseboard.

Inlet Temp: Current temperature at the chassis inlet.

Voltage

CPU Vol: Current CPU core voltage

3.3V, 5V, 12V,5V Standby, 3V CMOS battery: Current voltages respectively.
Fan

Status of the CPU and system fans.

Processor

CPU Status: Summary of CPU status. If any items are abnormal, the status will change to Fail.

Other sensors
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Status of other sensors, if any.
Platform Information
This page displays general system information obtained from [PMI/ BMC:
Basic Information
Product ID: The product ID of the managed system.
Manufacturer ID: The manufacturer ID of the managed system.
IPMI Version: The firmware version of IPMI.
BMC Firmware Version: The firmware version of BMC.
System GUID: Global unique identifier for each system.

Out of Band IP: The IP address which IPMI/BMC uses to communicate with the ASM console. It could be
same or different from operating system's IP address.

Product Information
Manufacturer name: Name of the system manufacturer.
Product name: Product name of the system.
Product part/model number: Part/model number of the system.
Product version: Version of the system.
Product serial number: Serial number of the system.
Base Board Information
Manufacturer name: Name of the base board manufacturer.
Product name: Product name of the base board.
Serial number: Serial number of the base board.
Part number: Part number of the base board.
Chassis Information
Chassis type: Type of the chassis.
Part number: Part number of the chassis.
Serial number: Serial number of the chassis.
System Event Log

This page displays system events logged by IPMI/BMC. The system generates events when there are any abnormal
situations, such as low CPU Fan speed, high CPU temperature etc.

System Event Log

Total supported event log number: Total amount that IPMI/BMC can log.
Current Logged event number: Number of events currently in the log.
Last add event log time: Last time an event was logged.

Last erase event log time: Last time events were cleared.
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Blue screen log time: The blue screen time logged.

SEL Entries

No: Sequence number of event.

Time: The time the event occurred and was logged.

Description: Description of the event.

Event Direction: Direction of event, it could be A for Assertion or D for Desertion. For example, if CPU
temperature goes too high, it will generate an Assertion event. When it goes back to normal, it will generate
a Desertion event.

Clear: Clear all events.

Up: Page up.

Down: Page down

Go to: Go to a selected SEL.

System Health Monitoring with ASM6 Agent

For non IPMI-over-LAN enabled systems, Health Monitoring function requires an ASM Agent. The supported
platforms include IPMI 1.0 and SMBIOS models.

The detailed items may vary depending on the specific hardware configuration of the managed system.
Chassis

Chassis Intrusion: Shows the status of the chassis door. It could be OK (door closed) or Fail (door open).
Temperature

CPU Temperature: Current CPU temperature.

SystemTemperature: Current System board temperature.
Voltage

VCORE: Current CPU core voltage.

+3.3V, +5V, +12V, +5VSB, VBAT: Current voltages under respective states.
Fan

CPU Fan: CPU fan revolutions per minute.

System Fan: System fan revolutions per minute.

BPL Fan: BPL fan revolutions per minute.

Move the mouse cursor to any of these items and detailed information will be shown in the left column of the
window.

Monitoring System Configuration

System configuration in the ASM6 System Monitor provides administrators with an easy-to-use interface to re-
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view system configuration, including information on System, Processors, Memory, BIOS, HDD / IDE / SCSI
HDD, Device drivers, Bus type / slots, Ports, Network, Video, operating system, Software, RAID, as well as health
status.

System performance in the ASM6 System Monitor provides system availability information with an easy-to-use
graphic user interface for monitoring the system status. The information includes CPU utilization, Memory use,
HDD activity, and Network informationwith TCP/IP monitoring, Service and Process monitoring and handling,
and System availability report

Disk and storage monitor in ASM6 System Monitor allows administrators to monitor SMART IDE / SCSI/ SATA
HDDs to predict HDD faults and monitor disk space, issuing an alert if the used space exceeds the threshold set-
ting.

Note: The following description is highly technical. ASM6 System Monitor uses different methods to retrieve
management information from System Monitor Agents running on various operating system platforms. If the man-
aged system is running Windows (NT, 2000 or 2003 server), ASM6 System Monitor will retrieve information
through Windows Management Instrumentation (WMI) interface. If the managed system is running on Linux, it
will use a different set (Pegasus) of CIM interface to retrieve information from Linux Agent. If both of these two
methods fail, then, it will try to use SNMP to retrieve information. System Monitor will choose the proper methods
automatically; therefore it is completely transparent to users.

Launching System Monitor

To launch ASM6 System Monitor, select a target system from the Managed System List and then click System
Monitor in the Management Function List. You can also right-click the system name and then select System Mon-
itor from the drop down menu.

You will be required to enter a user name and password to login before connecting to a managed system. The only
exception that user name and password will not be required to login is that if SNMP is being used for the commu-
nications between the ASM Console and the managed system.
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Note: Because of security limitation, users with empty password may not be used to access Windows XP.
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System Monitor Interface

Once the System Monitor is launched, you can view the managed system information in the Working
Area. The system information is categorized into three property pages: Configuration, Performance,
and Storage.

Configuration

System Monitor allows you to view configuration information for all monitored systems, including: System Sum-
mary, System Port, System Slot, System Drive, System Service, and Installed Software.

System Summary - Shows basic system information.

System Port - Shows system port information.

System Slot - Shows system slot information.

System Drive (Windows platforms only) - Shows system drive information.
System Service (Windows platforms only) - Shows the services that are running.
Installed Software - Shows software installed on the system.

Performance

ASM6 Performance Monitoring analyzes potential bottlenecks and the hardware and system capability
planning. ASM6 Performance Monitoring translates performance indexes into the operational status against
a set of thresholds and criteria to quickly identify problems.
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Administrators can set a scale for graphic reports. Right-click in the graphic area and select Set Scale. A Set
Scale window will be displayed and you can select a new scale.

Note: Threshold values indicate that an undesired limit has been reached. When a threshold value has been
reached, an event trap is sent to the ASM Console to alert the administrator.

CPU Utilization

Performance Monitoring displays a dynamic line graph of CPU loading status, to indicate how much
CPU power is currently being used. When CPU utilization is too high continuously, it may indicate that

the load on your server is approaching capacity. You may need to find the reason(s) and solution(s) to the
loading condition, or you may need to upgrade the CPU(s).

The managed system may have more than one CPU. Click the down arrow next to Instance to view the
working status of each CPU.
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Memory Utilization

Performance Monitoring dynamically reports the current memory usage. Continuously high memory utili-
zation may indicate a system over and/or memory resource shortage. Administrator action(s) may be re-
quired, such as terminating top memory intensive processes.
Memory Utilization list items

Available KBytes: Shows the amount of free memory.

Page Faults Per sec: The average number of pages faults that have occurred.

Page Input Per sec: The average number of pages read into physical memory from disk when the oper-
ating system performs memory swapping.

Page Out per sec: The average number of pages written into the disk from physical memory when the
operating system performs memory swapping.
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NIC Status
ASMG6 Performance Monitoring dynamically displays the NIC (Network Interface Controller) usage status.
The NIC Status measures network activity, tracks network card usage, and generates a series of statistics.

The information could be especially helpful in studying the server behavior during the heavy loading peri-
ods. Detailed information and statistics reported by NIC Status are listed below. If the system contains more

than one network card, you can click the arrow j next to the current network card name to view the work-
ing status of each network card.

NIC Status list items

Bytes/Sec. In: Bytes received per second.

Bytes/Sec. Out: Bytes sent per second.

Packets/Sec. In: Packets received per second.

Packets/Sec. Out: Packets sent per second.

Errors/Sec. In: Errors received per second.

Errors/Sec. Out: Errors sent per second.
HDD Performance
HDD Performance graphically displays HDD usage in graphics. The HDD activity is another important per-
formance index to track. Depending on the major applications running on the server, excessive HDD inputs,
outputs, and delays will cause lags in the run-time environment, which in turn cause more CPU and memory

loading greatly reducing system performance. Information and statistics provided by HDD Performance are
listed below.

If the system contains more than one hard disk, then, you can click the arrow _;, next to the current hard
disk name to view the working status of each hard disk.
HDD Performance list items
% Disk Time: The percentage of time that the selected disk drive spends reading or writing requests.
Average Disk R/W time: The average time (in seconds) to read or write data to the disk.
Disk Transfer Number: The rate of read and write operations on the disk.
Disk Transfer Bytes: The bytes transferred to and from the disk.
Running Processes
Running Processes displays all applications that are currently running on the system.

Setting scale for the graphic reports

On the CPU Utilization, Memory Utilization, NIC Status and HDD Performance pages, you can set a desired
scale for the graphic reports.

Right-click in the graphic area and select Set Scale. A Set Scale window will be displayed and you can select
a new scale.

Storage

Storage Monitoring provides HDD information. You can check the physical disk specifications, the logical defini-

ASM 6.0 User's Guide 44



4 Using ASM6

tion and usage, and the S.M.A.R.T. status of HDDs. Click the icon before each item to view its details.
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Click the name of a physical disk and its information will be displayed, including Type, Description, Capac-
ity, Heads, Cylinders, Sectors per Track, Sector Size, Bad Blocks / Sectors.

The information of the Logical disk(s) is displayed next, which includes File System Type, Capacity, Used
space, Free space, %Free Space. The percentage of free space on the logical disk(s) are illustrated in a pie
chart at the right.

S.M.A.R.T in System Monitor

S.M.A.R.T. stands for Self-Monitoring Analysis and Reporting Technology. Based on the statistics and fail-
ures of the current HDD Read / Write operation, it can predict and report impending failures so that preven-
tive actions can be taken in time. The S.M.A.R.T. alert iindicates that HDD operation has reached a pre-
defined threshold. Preventive measures are strongly recommended.

S.M.A.R.T. support can be enabled in the system BIOS.
System Monitor Agent

System Monitor Agent enables S.M.A.R.T. support on IDE and SCSI HDDs. It collects S.M.A.R.T. data pe-
riodically and analyses the information. When measurements exceed the threshold levels, the S.M.A.R.T.
mechanism sends an event trap to the ASM Console.

System Monitor Console

The System Monitor console shows information and the health status of IDE and SCSI HDDs provided by
the System Monitor agent. When an event trap is received by the console indicating a S.M.A.R.T. error, you
will be notified by the ASM alerting mechanism via e-Mail, Pop-up message, Audio Alarm, or other pre-

assigned application.

ASM 6.0 User's Guide 45



4 Using ASM6

Managing Through Web Access

The ASM6 Web Viewer function allows you to manage your networked systems with built-in web server support.
One good example is to use ASM6 Web Viewer to manage the system with an Acer Remote Management Card

(ARMC) installed. The ARMC provides built-in web-based system management capabilities. From Web Viewer,
you can easily connect to the ARMC main page, and monitor targeted systems through comprehensive Web pages.

Launching Web Viewer
To launch Web Viewer:

Select the target system in the Managed System List and then click Web Viewer in the Management Function List.
The pre-linked web (main) page will appear in the working area.

Adding a URL

To add a URL that can be managed by Web Viewer:

Right click in the Managed System area, choose Web Viewer, and then Edit. In the Config URL window, click
Add, enter the URL and click OK.

Using External Tools

ASMGO has flexibility and extendability built-in. You can make use of the Tool Configuration capability of ASM6
to select and configure external tools to be used in ASM6.

Adding a New Tool

The addition of new tools allows you to select and configure external tools using ASM6 for extended manageabil-
ity. You can invoke these tools interactively from ASM6 console when needed; or you can associate specific tools
with the specific event occurrances to achieve automatic server management.

To add a new tool:

1 Click on the Tools menu and then choose Tool Configuration... from the drop-down list. A Tool Configuration
dialog box will appear.

2 Click the New icon.
Enter the name for the new tool to be added.

» If you want to reposition the tool in the list, select the tool and then click the Move Up / Move Down but-
ton.

» If you want to change the display icon for the tool, please click the Change Icon button, and then choose
the desired icon.
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4 Click the Browse button on the right of the Command field to choose the desired tool.
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5 Click Open and the path for this tool will be displayed in the Command field.
Choose Arguments for this tool.

If advanced configuration options are needed, click the Advanced button. The dialog box will expand with
advanced options to be configured.

* Display the tool when selected system(s) comply with the following rule - This option allows you to set
several rules. Once set, the tool will be displayed only when all of these rules are met.
8  Click the Close button in the dialog box to complete the new tool addition.

Deleting a Tool
To delete a tool.
In the Tool Configuration dialog box, select the tool you want to delete and then click the Delete button.

Note: The tool will be deleted directly from the tool list, there is no confirmation prompt.

Monitoring MegaRAID

MegaRAID is a kind of RAID controller.
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MegaRAID function in ASM6 allows you to monitor your networked systems with MegaRAID installed. You can
use ASM6 to view MegaRAID related information, such as adapters, channels, physical disks, logical disks, etc.
In order to do so, please make sure you have correctly installed MegaRAID.

MegaRAID hardware and software are from its vendor. When you install MegaRAID software, please read all li-
cense agreements.
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Monitoring ARMC

Acer Remote Management Card (ARMC) provides more management features for your servers. After you have

installed and configured the plug-in card in your server, ASM6 enables you to easily browse the Web-based man-
agement pages built in ARMC.

Remote Management Card

B Copyright 19082008 American Megatrands, Inc. for Acer, Inc.

Welcome |

acer Online
Remote Management Card

| »

A system independent, sophisticated and fault
resilient "out-of-band’ management solution
for mission critical computers.

- 100% System independent
- Fastest console redirection
- A plug-n-manage product

Information

Managemeant

Configuration

Advanced

w
4| | b
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5 ASM6 Event Manager

In server management, event notification is one of the most important and critical features to support anywhere,
anytime server manageability. When a hardware or system error has occurred or a particular threshold setting has
been exceeded, the ASM agent detects this condition and sends an event trap to the Event Manager within the ASM
Console. Use the Event Viewer to interact with the ASM Event Manager.

ASMG6 Event Viewer

When ASM Agent detects error conditions or pending problems, an event trap is sent to the ASM Event Manager.
The event will then be displayed in the Event Viewer. The Event Viewer can be used to get a better understanding
of the event nature, to prepare responding actions to resolve the problems.

Launching Event Viewer

There are two ways to launch the Event Viewer -- an independent Event Viewer application, and a snap-in Event
Viewer integrated with the ASM Console.

The independent Event Viewer application is automatically launched as your operating system is being started, and
an Event Viewer icon will be shown in the system tray. Double-click the Event Viewer icon to bring up the Event
Viewer window. Once finished, right-click the Event Viewer icon and select Exit to close Event Viewer.
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For the snap-in Event Viewer, launch it from the Management Function List.
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Event Viewer

Event Viewer User Interface

When ASM Event Manager receives an event trap, the event is logged in the real time log and displayed in the
Event Viewer, with the following information:

Type: The event type
Host: The name of the system where the error or warning event occurred.
Received Time: The time when the Event Manager received the error or warning event.

Severity: The severity of the error or warning event. Severity is classed as Information, Recoverable, Warn-
ing, Critical, or Non-Recoverable.

Event: a brief description of the error or warning.

Click an event and its information will be shown in the lower window.

Viewing Events

Once the Event Manager is launched, an add-on toolbar with three icons on it appears.
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The three icons on the add-on toolbar are:
All Systems: Click this icon to show events for all the systems that are being monitored.

Refresh: Click this icon to refresh the events shown in the Event Viewer window.

54 ~ Filtered by Severity: Use this icon to filter events by severity level. Click the down arrow next to
this icon to open a drop down list showing all the severity levels for you to choose from. Choose a severity
level to display all events with the selected severity level. You can also filter the events by clicking the cor-
responding severity level icon above the event list.
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Event Rules

Event Rule Setup in ASM Event Manager allows you to specify target systems and events you are interested in.
Select specific conditions you want to distinguish from (critical temperature, high bus utilization, etc.), the alert
methods you prefer to receive, and the responding actions you would like to take upon receipt of the event.

To set up event rules, click the Tool menu, then, click Event Rule Setup... to launch the Event Rule Setup window

Using Wizard to Create Event Rule

ASM Event Manager provides an easy way for you to create event rules using a wizard. From the Event Rule
Setup window, click the arrow next to the New button then select By Wizard..., and follow the wizard prompts
step by step to create an event rule.
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1 Select the system you want to monitor in the Available Systems list field, and then click the = * | button to add it
to the Monitored System list.

If you want to remove a system from the Monitored System list, select it and then click the + | button.

Click Next to continue.

New Event Rule |

Flzaze zelect the syztems you want to manitor.

Available Systems - b onitared Systems

LEOMZKSWR [10.41.145.9¢
BUILDER [10.41.145.32]
M250-1 [10.41.146.81]
WINTERME [10.41.145. 22 _<|
JOHMMYME [10.41.145.99—

[10.41.146.72] =
4] | B < |v]
Deszcription:
< Hack | [RI= |

2 Select events.

Select the event types from the list.

New Event Rule |

Pleaze select the events which indicate:

[t emary related events

[IPCI error

[1System hang

;T emperature abnormal

[ TWaoltage abnormal ;I

[w] Proceszzon/CPU related events j

Thesze include all temperature related events.

< Back | Memt = I Caticel

Click Next to continue.

3 Specify actions to be taken.
Select the action type first and then click the Details... button to edit the detailed action.

* Display Message Box
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If all conditions are met, a message box will be displayed on the ASM Console.

x
Name | Message Box |
-""‘dic' Alarm — Dizplay Meszage Box
Digplay Meszage Box o
tdail bo administrator - AudioMisual Effect
Run an Application v Flash title bar
[ &lam
Content:
Carmputer IP addresz: $[HostP) ;l

Event Message: $Eventteszage)
Descriptions ; $(D escription)

w
4 -
Replacement |

Mew W Delete Copy | 0k, I Cancel | Lpply | Test |

If Flash title bar is checked, the title bar of the message box will be flashing when the message box pops up.

If Alarm is checked, the system will beep when the message box pops up.

If Replacement is clicked, a list of computer information options will be shown, for you to select and to
replace with the message box content. When an option is selected, the option will be added to the Content

field of the message box. When the message box is displayed, the message box items will be replaced with
the selected computer information.

Once finished, you can click Test to preview the message box content.

* Run an Application
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If all the conditions are met, ASM6 will run an application in response to the event.

i Edit Event Actions... x|

M e | Fiun &pplication |
”"‘-';Jdiﬂ alarm — RBur an Application
Digplay Meszage Box
14 zil to admiistrtnr @ Matepad

iun an Application

Run:
IE:\WINNT\NDTEF‘AD.EKE

[™ Hide window

Browse... |
Arguments:
=y
[
Run as:
Iadministrator Set Pazsword... |
Replacement |

MHew w Delete Copy | 0k I Cancel I Apply | Test I

Click Browse to select an application to be launched when event conditions are met.

Hide window

If you check Hide window, the application's window will not be displayed when it starts.

Replacement

Click Replacement. A list of computer information options will be displayed for your selection, including:
Host Name, Host IP Address, Event Type, Event Message, Received Time, Issued Time, Event Description
and Event Severity. When you select an option, it will be added to the Arguments field of the command line.
The application will use these arguments to handle the event when triggered.

Run as

Enter a user name to run this application. Click Set Password to set the password for this user.

Test

To run the application as a test.

¢ Mail to Administrator

If all conditions are met, an email will be sent to alert the system administrator. Before this function can be
used, you should prepare a profile first.

Enter the name of the new profile, as prompted.
Enter your email address in the following screen, as prompted.
In the next screen, enter the name of the SMTP server. If Event Manager fails to send an email to the address

you specified in the Edit Event Actions dialog box, it will return the email to the sender whose address is
specified in "Your mail address" with the cause of the error.
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Now, enter the requested server information.

-%-New profile 3/4 |
'ou have to zpecify SMTP zerver name or itz IP address, and its park
rurmber, the default port number iz 25, other port number iz not
recommended.
Outgoing mail [SMTP):
Isewerﬂ
Part number:
|25 [z Drefault |
< Back I Hewt » I Cancel
And then, enter the authentication information if necessary.
. New Profile 4,4 x|

Some SMTP server requires: authentication, if your SMTP server requires
authentication az well, pou have to zupply one.

W My server requires authentication

Account: Iaaaa

Pazsword: I“m

< Back I Finizh I Cancel

After the profile is created, compose the mail in the Edit Event Action window.

You may click Replacement to get a list of computer information options such as: Host Name, Host IP Ad-
dress, Event Type, Event Message, Received Time, Issued Time, Event Description and Event Severity. You
can select an option to be added to the insertion point within your e-mail. When the e-mail is being sent,

those items selected will be replaced.
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Click Test to send a test email.

: Edit Event Actions...

Nams || mai |
Audio Alam

Dizplay Meszage Box E Select profile: Imail j

M ail to adrministrator —Mail to admiriztrator
Fun an Application

To: Iadministlatnr@domain

Ce: I

Subject: |[ASMEvent: FSeverity]] HHostIF] - ${EventT vpe]

Charzet: 150-8859-1 v

Body  Dear Sir, il

ASM Event Service receives an event from
the system pou managing.

Event received at $[FeceivedTime]. =
4 » |
Replacement |

MHew Delete Copy I QK I Cancel | Apply | Test

¢ Audio Alarm

If all the conditions are met, an audio (.wav file) alert will be played.

i Edit Event Actions...

Name || Audiodlam |

- 3 —Audio Alarmn

Dizplay Meszage Box
b ail tor adminiztrakor

Run an Application SR

ZSystemB ootz \Medianatify way Browse... |

Mew  w Delete Copy | QK I Cancel Appl Test

4 Click Next to continue.
5  Enter the name for this rule and then click Next.

6  Click Finish to complete the operation.
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Creating Event Rule in Advanced Mode

You can also create event rules in advanced mode. From the Event Rule Setup window, click the arrow next to
the New button then select New..., or click the New button directly to bring out the New Event Rule window.

Choose the conditions to be applied for this rule in the top list and then select the actions in the second list. If details
need to be set, click the Edit Action button. Specify the conditions in the third list.

x

Select conditions and actions first, then click on an underlined value to edit it
1. Select conditions for the rule:

[15vstem name contains; [C1Ewent zeverity is less tharn;
[]System name is: [C]Ewent severity is more thar:
[]Sustem's [P s [Time and court restriction is:
[]5yztem belongs ta subnet: [CIFar arm event

[Ewent type iz a kind of:
[|Ewent meszage containg:
[Ewvent severity iz

2. Select actions for the rule: Edit Action |

[Display Message Box
[1Rur an Application
[Audio Alarrm

[t ail ko administrator

3. Bule dezcription [an underlined walue to be defined):

1 Apply this rule after the event arrives. =l
Mo condition(s) defined.
Mo actioni=) defined.
=
4. Rule narne:

* System name contains:

Specify the characters or substrings contained in the system name.

E Specify Words In System Name ﬂ

whord in M arne:;
[ o Add

Mame | Remove

;  pome |
o |

Optior...

Ok, | Cancel

* System name is:
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From the New Rule window, you can check this option to specify the name of the system.

Click the "1 icon next to "System name is" and the Select System Name dialog box will open.

g. Select System Name x|

Sustem name:

Ayailable Svstems -

MRS000 |MF|SIIIDIZI
wWSHENI54 —

ADA M ame | R emowve

BLACKCAT MRS000 4|

SHERRY®14
WISTRON-TEMP Optian...
ILLIAK

MNIPFOM

PRINT 4000

LLICIA,

WSHB03EZ

FRAMK:U

JACKYSUM

BEMYLAF

JOAM i

4| | b 1| |L|

OF. | Cancel |

You can choose system name from the Available Systems list or enter the system name manually in the Sys-
tem name field. Then click the Add button to add it into the Name list. You can specify multiple system
names in one rule. Click OK to finish.

Click the Option button to open the Rule Option dialog box. You can choose:

* Rule Option x|

— Apply thiz condition, if

1. % containg

™ not containg

2 0 and
o

Cancel |

contains - Only the system(s) with the specified name(s) can trigger the actions.

not contains - All systems except those specified can trigger the actions.
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System’s IP is:

From the New Rule window, you can check this option to specify the IP address of the target system. Click
icon next to “System’s IP is* to open the Select System IP dialog box.

the ("™

El select System IP

Awailable Spstems

a| [IP address:

x|

MRS000[10.41.145.5]

|1n_41

WiSHB0354 [10.41.145.28] —

ADA [10.41.145178])
BLACKCAT [10.41.145.89]
SHERRYxIA [10.41.145.14]

WISTROM-TEMP [10.41.145.

WALLIAR [10.41.145.48]
MIPPOM [10.41.145.29]
FRINTA4000 [10.41.145.138]
LUCIA [10.41.145.15E]
WSHBO3EZ [10.41.145.160]
FRAMEXU [10.41.145.141]
[10.41.145.190]
JACKSSUM [10.41.145.80]
BEMYLAP []
4| | B

. 145

a6

M ame

| Remove

10.41.145.86

Option...

[ Fewo |
[ ek |

Cahcel

You can choose from the list of Available Systems, or enter a different IP address, then click the Add button
to add it to the list. You can add several systems to the Name list in one operation. Once the addition of IP
addresses is completed, click OK to finish.

From the Select System IP window, you can click the Option button to open the Rule Option dialog box,
which allows you to choose the rule option.

* Rule Option

—Apply thiz condition, if

X

1. ¥ contains

" not containz

2  and
r f,

Cancel |

contains - Only the system with the specified IP address can trigger the actions.

not contains - All systems except those specified can trigger the actions.
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* System belongs to subnet:

Select the subnet to which the targeted system belongs.

-l_:g Specify Subnet X
Subnet:
mw . #1145 .0 Add
MName | Remove |
10.41.145.0
4| |+
ak | Cahicel

* Event type is a kind of:

From the New Rule window, you can select the Event type is a kind of to specify the event type of interest.

Click the (™ icon next to “Event Type is a kind of* to open the Select Event Type dialog box.

o' Select Event Type

=3 Event Event Tupe Mame:

|:| ASM WA 5 Event

127 ASM W45 IPMI Event

|:| tanaged Spstem Acces

[:| Managed System Unac:

-2 PET Event el '

=23 SMMP Generic Trap LinkDownTrap el

D Authentication Failu

--[27 EgpMeighborLoss

-3 Interface LinkDown

[ Interface LinkUp
-] SMMP ColdStart
“20 SMMP WamStart

~[7] UnknownTrap

<] | 2 | [ ]
(] I Cancel

IManagedSyslerru’-‘«ccessible Add

You can choose from the Event list on the left and then click the Add button to add it into the Event Name
list on the right. You can specify several event types at the same time and add them to the Event Name list.
Once completed, click OK to finish.
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Click the Option button to open the Rule Option dialog box, which allows you to choose the rule option.

* Rule Option x|

— Apply this condition, if

1. % containg

£~ mot containg

k. I Cancel

contains - Only the specified types of conditions can trigger the actions.

not contains - All types of conditions except those specified can trigger the actions.

and - The actions will not be triggered until all types of conditions you specified are met.
or - The actions will be triggered if any condition you specified is met.

* Event message contains:

This option allows you to select key words to be searched in event messages. A Specify Event Message win-
dow will pop up to allow you to specify words or phrases you want to find in an event message.

E specify Event Message il

Word in meszage:

IW’aming

Hame | Remowe

W arning 4'

Optian...

QK. | Cancel
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* Event severity is:

Select the severity level so that actions will be triggered if the occurring event is at the specified severity
level.

Ak Select Event Severity |

Severity

| Critical

MHame | Remowve

Critical —l
[ e |

Option...

1] [

] | Cancel

e Event severity is less than:

Select the severity level so that actions will be triggered if the severity of the occurring event is less than the
specified level.

e Event severity is more than:

Select the severity level so that actions will be triggered if the severity of the occurring event is higher than
the specified level.

¢ Time and count restriction is:

Select this item to specify the limits on the number and duration of the repetitive recurring events.

#% Time Restriction |

Apply rule far the zame event

number: |5 j Hirries:

duration: IE;D jseconds

Cancel |

* For any event - Any event will trigger the actions.

Once completed, enter the name for the rule in the Rule Name field.

Click OK to complete the new event rule setup.

Modifying Event Rule

You can also modify an existing event rule.
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In the main dialog box choose the event rule you want to modify and then click the Modify... button, the Modify
Event Rule dialog box will appear.

“ Modify Event Rule x|

Select conditions and actions first, then click on an underlined value ta edit it
1. Select conditions for the mile:

[ ]S ystem name contains: [CJEwent severity iz less tharn:
[ 15 ystem name iz [CJEwent severity is more than:
[1System's [P is: [Time and count restriction is:
[ 15 ystem belongz to subnet: [JFaor any event

Ewvent type iz a kind of:
[|Ewent meszage containz:
[|Ewent severity is:

2. Select actions for the rule: Edit Achion |

[ Jewdio Alarm
[k ail to adminiztrator

3. Rule dezcription [an underlined walue ta be defined]:

1 Apply this rule after the event arrives.

Check below condition(=]...

and Event type iz a kind of:("Managed Svstem Ungeoessible™
Do belovy action(s)... jf\f.}

Dizplay Message Box

[~

4. Rule name: IF'rnmpt amessage box when a survelled spstem is unaccessi

ar. Cancel |

Modify an event rule in a similar way as creating a new one. Please refer to Creating Event Rule in Advanced Mode
on page 59.
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6 Remote Management

ASMS6 provides features such as remote consoles which allow you to manage monitored systems remotely. This
chapter is dedicated to describing ASM6 remote management features. The first section discusses the needs and
the rationale of having remote consoles of different kinds. The following sections explain different kinds of ASM
remote console features and services. The last section explains how to use Microsoft Windows Terminal Services
Console from the ASM Console.

Remote Console Overview

ASM6 Remote Console features are provided for you to remotely manage servers. ASM6 Remote Console is a
powerful tool which redirects BIOS, OS information and operation of managed servers to the ASM Remote Con-
sole no matter what state the managed system is currently in.

ASM6 Remote Console includes:
Remote Admin Console

When your system is powered on, BIOS takes control with fundamental functional support. If the system
suffers a key hardware component failure, going through the Power-On System Test (POST) and BIOS Set-
up could be the only way to detect the problem, sometimes to partially / temporarily limit the problem and
keep the system running. In order to support remote manageability at this stage, two technological supports
need to be there: BIOS sends and receives console I/O through the serial I/O port in parallel, and a manage-
ment processor communicates the Serial Over LAN (SOL) with the remote console, since the system func-
tional support is at the minimum level. The management processor is the BMC, implementing the IPMI
standards. IPMI/ BMC provides additional functionalities such as Sensor Data Record (SDR), System Event
Logging (SEL), Field Replaceable Unit (FRU), remote power control. Due to the additional costs of BMC
hardware, firmware, and software, this solution is only available on high-end server product lines.

Remote Admin console is a powerful function which redirects BIOS, OS information, and operation on the
system side to the remote console.

Remote Windows Console

With Windows running on the managed server, more services and resources are available, and more ad-
vanced remote features are supported. To provide OS Console services, OS RCA, implemented as an appli-
cation service in the corresponding OS environment at the managed system side, redirects the Graphics or
text mode console inputs and outputs to the OS Console within ASM Console. It allows you to remotely
perform OS-based operational and maintenance tasks as if you were sitting in front of the managed systems.

Remote Windows console redirects graphical or text mode console inputs and outputs from the managed sys-
tem running Windows (with Remote Console Agent installed) to the ASM Console.

Remote Linux Console

Remote Linux console redirects graphical or text mode console inputs and outputs from the managed system
running RedHat Linux (with Remote Console Agent installed) to the ASM Console.

Terminal Services Console
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Terminal Services Console allows you to access a Windows server running Windows Terminal Services and
take over via remote operation.

ASM6 Remote Admin Console

ASM6 will launch a different Remote Admin Console depending on different managed servers equipped with

IPMI/BMC. Pressing Bf Remote Admin Console  in the management function pane will launch the Re-
mote Admin Console (DPC Console) for R701, and G90x systems, while pressing

Remote Admin Console will launch the Remote Admin Console for G70x systems.

Remote Admin Console for R701, and G90x systems:
To make the Remote Admin Console for R701 and G90x systems work normally, you should install the DPC Con-
sole in ASMe package to the system with ASM Console. The ASMe software is packaged on the same CD with
ASM 6.

Launch the Remote Admin Console:

When you select a managed system with Remote Admin Console, and click the Remote Admin Console in man-
agement function pane, the DPC Console will be launched as shown below.

5. DPC Console Manager - 192,168.1,108 (LAN - Admin) s =T |
File Wiew Action Window Help

5|5 ®|O] 1] seu[m|swss| | 82| 2]

Connected [Mode: LAN |©5: Not Detected

You can operate the DPC Console for a specific function. For the detailed operations of DPC Console, please refer
to the ASMe User’s Guide.
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Remote Admin Console for G70x systems:

Launch the Remote Admin Console:

When you select a managed system with Remote Admin Console, and click the Remote Admin Console, the fol-
lowing dialog box will appear. The Remote Admin Console will ask you whether to accept the following opera-
tion.

G7OO0TEST - Remote Admin Console

Cancel

Warning: Remote Admin Console will reset your server to enable console redirection. If you select Cancel, the
Remote Admin Console will do nothing. If you select OK, it will reset the system. The system will run BIOS POST
and BIOS POST information will redirect to the Remote Admin Console. You can then view the BIOS POST in-
formation or enter BIOS setup utility remotely.

e IJ
01111-011
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ASM6 Remote Windows Console

ASMB6 provides the remote windows console function that controls the Windows 2000, Windows Server 2003 sys-
tems remotely.

The ASM6 Remote Windows Console Agents running under Windows 2000, and 2003 Server provide the graphic
mode console redirection to the ASM Console, using TCP/IP protocols for data transfer. To provide the remote
Windows console services, the agents, implemented as an application service in the corresponding Windows en-
vironment at the managed server side, redirects the Graphics mode console inputs and outputs to the Remote Win-
dows Console within ASM Console. It allows you to remotely perform operating system based operations and
maintenance as if you were sitting in front of the managed system.

To launch ASM6 Remote Windows Console:

Select a system in the Managed System list.

Click Remote Windows Console in the Management Function list.

Enter user name and password, as prompted.

-or-

Right-click system name in the Managed System list and then select Remote Windows Console.

Enter a user name and password. The login account should have administrator privileges (in the system you want
to log into or across the domain).

Note: Because of security limitation, users with empty password may not be used to access Windows XP.

I
File Wiew Tools Window Help =& x|

AEBTEOR- [(wEELS BEG

LMGUANSYR - Rem...

Function

% @ &

@p Function 15

----- B armoin)

- [E Availability History(3)

[]--@ Health Monitor(1)

[]-- Health Monitor (Agent)(2) x|
.9 MegaRAID(D)

[]--- Remote Admin Consale{1) User narme: Iadministrator

[]"E Remate Linux Console{2)

[—]--E Remate Windows Console(z)

----- (P LMELansYR

Pazsword: I xxxxxxxxxxxxx

™ Login as curment user

..... (i nasz
5 [ Spstem Monitar(3) ™ Bemember this setting
M| Terminal Services(z fras
= ermina .erwces( ) oK. I Cancel
I'_—'Iﬁ Unaccessible{2)
[ 10.41.145.97 d|

Management Function
EP Eventviewer

» O Remote Windows Console

Ready

Surveil: unaccessiblefdy 2
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After you login, the interface is shown as below.

JRI=TE
File Wiew Tools ‘Window Help _I- _Iﬁ' 5'
aEBzrER | mBhhamELAS BEESE

lﬁ NASZ - Remote Win...

& & &

(E Function =
G armcoy | B
({53 Availability History(3)
[]--% Health Monitor(1}

-E| Health Monitor {Agenth(z)

[]"@ Remaote Linux Consolelz)
[—]--@ Remaote Wwindows ConsolelZ)

..... (Al LMGUANSYR

[j--@ Syskemn Monikor(3)
[]-- Terminal Services(2) f
EI& Unaccessiblelz)

ent Fun

- . UleraE
E Eventviewer &

Surveil: unaccessible(0) v

Ready

Remote Windows Console toolbar

The Remote Windows Console toolbar will be shown after you log in.

Connect Connects to a managed system using the last password.
ehy Login as current user: Connects to a managed system agent using the account you used to
login to the current operating system.

Disconnect Disconnects the selected system agent.

s

Pause/Resume  Pauses/continues the data transmission between the console and the managed system.

4]

Refresh Refreshes the managed system’s screen.

r

Ctrl+Alt+Del Sends “Ctrl+Alt+Del” to the managed system.

e
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Lock/unlock Locks/unlocks the managed system's mouse and keyboard.

&

Snapshot Copies the system agent's screen to the clipboard.
=
Save Saves the managed system’s screen to a destination folder.

=

Print Prints the managed system’s screen.

=

ASM6 Remote Linux Console

ASMB6 also provides Remote Linux Console features to manage Linux servers remotely. The ASM Remote Linux
Console Agent provides text mode redirection service to the ASM Console.

To Launch Remote Linux Console:

Select a system in the Managed System list.

Click Remote Linux Console in the Management Function list.
Enter the root password, as prompted.

- or-

Right-click system name in the Managed System list and then select Remote Linux Console, then enter the root
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password.

E Acer Server Manager i

File Wiew Tools ‘Window Help

A=

& D &

g

=t Remote Admin Consoled1)
. JFE 10.41.145.97
E@ Remote Linux Console(Z)

..... 3 LocaLHOST

wou enter will be ignored.

If the: password for raot is dizabled, the password

Please enter raot passward:

Ixxxxxxxxx

[~ Bemember thiz password

If: ement Function
[Es  Awailahility History
@. Event Wiewer

Health Monitor (Agent)

Remate Linux énnsnie

System Monitar

Ready

Surveil: unaccessible(n)

4

ASM 6.0 User's Guide

73



6 Remote Management

After you login, the interface is shown as below.

E Acer Server Manager - [LOCALHOST - Remote Linux Console] ] ]

@ File Yiew Tools ‘Window Help _I_I- = ﬁl
AE@YEE I
@ 10,41,145,97 - Health...l LOCALHOST - Health ... @ LOCALHOST - Syskem ... I @ LOCALHOST - Remo...

& @ &
E| Health Maritor {Agenti(1) ﬂ Fernel 2

[ LOCALHOST
159 MegaRAID(D) ocalh i0:k:  Locking max tag count at 64
E|--- Rermote Admin Console(1)
LA 104114597

E@ Remote Linux ConsolefZ)
- LocaLHosT

Red Hat Linux r
Fernel 2.4,

----- d 10.41.145.24
@ Remote Windows Console(0) ) : ) N
[—]--@ Systern Manitar{Z) Y ding SMETO

tting dowm.

@ Terminal Services(d)
- [} Unaccessible(z) : line 1: arp.dat: No such file or directory
fully.

Auailability Histary

E EventViewer
Health Monitor (Agert)
@ Remote Linux Canzale

Systermn Manitor

Ready survells unaccessible(0) 4

Remote Linux Console toolbar

The Remote Linux Console toolbar will be shown after you log in.

Connect Connects to a managed system

G

Disconnect Disconnects the selected system agent

s

Pause/ Pauses/continues the data transmission between the console and the managed system
Resume

4]
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Using Terminal Services Console

With ASM6 Terminal Services Console you can access a Windows server running Windows Terminal Services and
do any of the following:

e Connect to Remote Terminal Services.

* Check the Terminal Services Console number.

e Use short-cut keys

e Cut and paste from the Remote Terminal Services Client window into an application running locally
on the ASM6 Console.

e Print to your local printer from applications running on the remote Terminal server.

* Disconnect without terminating a session.

* Disconnect and terminate a session.

Connecting to terminal services

To connect to terminal services:

Select a system in the Managed System list.

Click Terminal Services in the Management Function list.
Enter a user name and password as prompted.

- Or -

ASM 6.0 User's Guide 75



6 Remote Management

Right-click system name in the Managed System list and then select Terminal Services. Then enter a user name
and password, as prompted.

;,5 Acer Server Manager - [BUILDER - Terminal Services Client] 10l =l
E Eile Wiew Tools Window Help _l- _Iﬁl ll
AEETEOE| |7

@ LOCALHOST - Remate ... I BUILDER - Terminal...

k2 10.41.145.9?-Health...| LOCALHOST - Health ... | [ LOCALHOST - System ...,

% D &

. 198 MegaRAID(D) |
=] Remote Admin Console(1) Log On to Windows

fF3) 10.41.145.97 Microsoft

Copytight @ 1985-1393
Microsoft Corparation

@ =71 "Windows 2000
[0 Remote Windows Consale(0) M w

E@‘ System Maritor(2) Built an NT Technalagy
- LocaLHosT PR

Lser name: I adrministrator

E| Terminal Services(1)
! @ BUILDER e I A
E@ Unaccessible2)
-[F3) 10.41,145,97 =
{7 vazHOU 4
ent Functi
E Eventviewer
» Terminal Services Client

Log on ko: IBUILDER (this computer) j

K I Cancel Shutdawm, .. | Qptions <<

Surveil: unaccessible(l) 2

Ready

Note: The user name should have administrator priviledges.

If you have previously disconnected from a Terminal server without terminating the session, the ASM6 Terminal
Services Console reconnects to that session (if the remote server is configured to reconnect disconnected sessions).
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After you login, the interface is shown as below.

I [m] o]

E Acer Server Manager - [BUILDER - Terminal Services Client]
=l x|

'El File ¥iew Tools Window Help
AEBEE
£ 10.41.145,97 - Health. .. | LOCALHOST - Health ... | [k LOCALHOST - System ... | [E4 LOCALHOST - Remote ... BUILDER - Terminal...

& @ &

.15 MegaRAIDIO)

= Remaote Admin Console(1)
L 10.41.145.97

EHE Remate Linux Consolel2)
- LocaLHosT

[} 10.41.145.24

; @ Remote Windows Console{0)
E@ Syskern Monitor(2)

- LocaLHosT

o 10.41,145.24

E| Terminal Services(1)
. BunER

E@ Unaccessible{2)

JFF) 10.41.145.97

-[F] vIzHOU

E rment Fun
EP Eventviewer
» Terminal Services Client

Ready

Surveil: unaccessibledn) v

Terminal Services Console toolbar

The “§ icon will be shown on the toolbar after you log in. Clicking the icon will open a dialog box.

* Screen Area: You can change the size of the display area here.

Click Advance to expand the dialog box.

also be closed.
¢  Working Directory: You can set the working directory for the specified program here.

Start Program: You can enter the path of a specific program here. The next time you login, the specified
program will be launched and shown in the Working Area. Once you close the program, the connection will
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Using shortcut keys

The following shortcut keys are available from the ASM Terminal Services Console:
CTRL+ALT+END opens the Windows Security dialog box.
ALT+PAGE UP switches between programs from left to right.
ALT+PAGE DOWN switches between programs from right to left.
ALT+INSERT cycles through the programs in the order they were started.
ALT+HOME displays the Start menu.
ALT+DELETE displays the window's pop-up menu.

CTRL+ALT+Minus (“-” symbol on the numeric keypad) places a snapshot of the active window, within
the Console, on the Terminal server clipboard (provides the same functionality as ALT+PrintScrn on a local
computer).

CTRLAALT+Plus (“+” symbol on the numeric keypad) places a snapshot of the entire Console window
area on the Terminal server clipboard (provides the same functionality as PrintScrn on a local computer).

Remote Copy, Local Paste

Windows Terminal Services provide seamless clipboard sharing, making clipboard contents available to the local
applications on the ASM Console. The contents of the shared clipboard are synchronized with the local clipboard
and can be viewed using the Windows Clipbook Viewer (clipbrd.exe). With this capability, you can copy text or
graphics from a document or application within the Remote Console window, and paste it into a document on your
local computer. The contents of clipboard remain until the Clipboard is cleared or replaced with other information.
The content can also be pasted multiple times. You cannot, however, copy or paste files and folders.

Remote Application, Local Printing

Terminal Services also provides printer redirection which routes printing jobs from the remote Terminal server to
a printer attached to your local ASM Conosle. There are two ways to provide access to local printers: automatic
and manual printer redirections. Use manual redirection when your local printer (on ASM Console) requires a driv-
er that is not available on the remote Windows 2000 Terminal server.

Automatic printer redirection

Printer redirection is supported in automatic mode when the local printer driver on ASM Console is installed on
the remote Windows 2000 Terminal server. When you log on to a remote terminal session on the remote server,
any local printers attached to LPT, COM and USB ports of the ASM Console are automatically detected and an
equivalent queue is then created on the remote server, and the printer settings and properties are passed over and
used on the remote server.

When the ASM Console disconnects or terminates a session, the printer queue on remote server is deleted, and any
incomplete or pending print jobs are lost. Information about the local printer and settings are saved on the ASM
Console computer only. On subsequent logons, the printer queue is created on the remote server using the infor-
mation stored in the ASM Console.

If that specific printer driver is not found on the remote server, an event is logged and the ASM Console printer
queue is not created on the remote server. To make the printer available, the driver must be manually installed on
the remote server.
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Manual printer redirection

Printers attached to local LPT and COM ports on the ASM Console can take manually redirected print jobs from
remote Terminal service sessions, although this service cannot be supported on USB-connected printers.

To manually redirect a remote print job to an ASM Console printer, connect the ASM6 Console to the remote Ter-
minal server first, and then follow the Windows Terminal server manual printer redirection procedures. After ini-
tial manual redirection, local printers on the ASM Console will be automatically redirected during subsequent
logons.

Note: When you disconnect or log off from a Terminal session, the printer queue is deleted from the remote server
and incomplete and pending print jobs are lost.

Closing Terminal Services Console

You have the option of disconnecting with or without terminating the Terminal session.

Disconnecting without terminating the session allows you to reconnect to this session the next time you reconnect
to that remote Terminal server, if the connection is configured to reconnect disconnected sessions. Logging off will
terminate the Terminal session, and the next time when you log on, a new Terminal session will be initiated.

ASM 6.0 User's Guide 79



6 Remote Management

ASM 6.0 User's Guide

80



7 Frequently Asked Questions

7 Frequently Asked
Questions

Problems during installation.

In order to install ASM6 smoothly, you need have system administrator or equivalent privileges. In addition,
SNMP Service needs to be installed and running when you install ASM6 Agents. To add SNMP Service compo-
nent into your system, please refer to:

Control Panel | Add/Remove programs | Add/Remove Windows Components | Management and Monitoring
Tools | Simple Network Management Protocol

Launching ASM6 console with administrator privilege.

You must be a system administrator or have equivalent privilege to launch ASM6. Only one instance of ASM6
Console can be launched at the same time.

How does ASMG6 retrieve server management information?

ASMBG6 retrieves server management information in three alternative approaches, including ASM6 Agent, Linux /
Pegasus instrumentation, and Windows WML, in this preference and availability order.

What is surveillance?

When ASM Console is running, it polls the status of every managed system, if a managed system becomes
inaccessible, a red cross will put over the bottom-right of the managed system's icon. No more action is taken. But
if a managed system is under surveillance, ASM Console will generate a "Managed System Unaccessible" event
for the managed system when it becomes inaccessible. Administrators can use "Event Rule Setup" to configure
which actions to take after receiving such an event.

By default managed systems are not under surveillance. To put a system under surveillance, administrators can

right-click the managed system and choose "Surveil." If a managed system is under surveillance, there will be a
green check over the top-left of the managed system's icon. To cancel surveillance on a managed system, right-

click the managed system and choose "Don't Surveil."

What is an event?

An event is an indication received from a network or a change detected by an ASM Agent. For example, if the disk
of a managed system is out of space, it sends out a trap. After ASM receives the trap, it translates the trap to an
event and sends the event to registered event consumers, which may cause an application to run, a mail to be sent,
etc. Use Event Rule Setup to configure which actions to take when an event is received.

What is MQL in Folder of Function view?

In the ASM Console Managed Object represents a managed system. Managed Objects have lots of properties to
attribute the managed systems. For example, the IP property stores the IP address of the managed system; the
WMIAvailable property indicates if the WMI service is available on the managed system. MQL is a subset of SQL,
which only supports SELECT statement. We can use MQL to define a filter to select a set of managed systems
according to a specific criteria. For example,

SELECT * FROM IPDevice WHERE WMIAvaialble = TRUE;
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This statement will select all managed systems which have WMI Service installed and available.
What is a threshold in the System and Health Monitor?

A threshold is a pair of critical points which define a range in which a system bahaves well or is in a critical state.
When a threshold is passed, it indicates that the monitored system has reached a new (undesirable) state, and alert
events will be issued to notify administrators of the change of the state.

Why did the Health Monitor fail to load information from a managed system?

An ASM6 Health Monitor failure may occur as a result of one of the following conditions:

1. The managed system is down without intelligent management processor (BMC) support.

2. Sensor is absent or in error.

3. Health Monitor agent is not installed or is not running correctly.

4. Not enough privilege (i.e. Administrator logon) to log into the managed system.

Why did the System Monitor fail to load information from a managed system?

An ASM6 System Monitor failure may occur as a result of one of the following possible conditions:
1. The managed system is down.

2. System Monitor agent is not installed or not running correctly.

3. Pegasus instrumentation infrastructure is absent.

4. WMI infrastructure is absent.

5. User name / Password is incorrect.

Why did the threshold value in System Monitor fail to load?

You must install System Monitor agent in managed system first.

Why did the System or Health Monitor failed to set the thresholds?

The reasons for a failure to set thresholds include:

1. System / Health Monitor agent is not installed or not running correctly.

2. The value is out of reasonable range.

3. Lack of write privilege on managed system.

Why did the ASM console fail to connect to a remote server?

Correct user name and password (even optional domain) are required for the administrator or root or equivalent
privileges.

Why can’t the Refresh rate be saved in System / Health Monitor?

The range of refresh rate is (0, 3600). The value out of range can't be saved. Set a value in this range to avoid over-
loading a managed system

What is ARMC and How do I make it work?
ARMC stands for Acer Remote Management Card. It provides more management features for your server.

In order to make the ARMC manageable from ASM Console, you have to correctly install and configure the plug-
in card in your server, and then install ASM Agent. ASM Console will communicate with ASM Agent to detect
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the availability of ARMC and its IP address.
What is MegaRAID and How do I make it work?

MegaRAID is a RAID solution provided by LSILOGIC Corporation. In order to make the RAID Card manageable
from ASM Console, a MegaRAID card should be plugged into the server. The MegaRAID SNMP Agent should
be installed too. The MegaRAID SNMP Agent can be installed from Power Console which is included in the
"U320 Driver Suite" CD that shipped with the card.

Some management functions, such as System Monitor and Health Monitor (Agent) functions do not show
in Function Pane when I select a system running Windows Server 2003.

First, make sure that you have installed ASM Agent in the Windows Server 2003. Second, make sure that the
SNMP Service of the server is started and you have properly configured the security settings. By default, Windows
Server 2003 rejects any request. To configure the security setting of the SNMP Service, you open the Computer
Management, select Services and double click the SNMP Service and choose the Security page:

SNMP Service Properties (Local Computer) 2x|

Generall Log Dnl Hecaveryl Dependenciesl Agent I Traps  Security I

[ i5end authentication trap

—Accepted community hames

Cammurity | Rights |
public READ OMLY

Add... Edit... Bemove

& Accept SNMP packets from amy host
—1 Accept SMMP packets from these hosts

add.. | Edi. | | Femove |

0k I Cancel | Apply

ASM Console uses "public" community to manage the server by default. So you should create a "public" commu-
nity with READ ONLY rights for the SNMP Service.

If you choose "Accept SNMP packets from these hosts" option, you should add the computer running ASM Con-
sole to the list. Or for simplicity, you can choose "Accept SNMP packets from any host.” For security reasons, it
is recommened that you specify an ASM console computer.

Some management functions, such as System Monitor, Health Monitor (Agent) and Power Control func-
tions cannot manage a machine running Windows XP Professional.

Power Control function uses WMI to reboot/shutdown a Windows machine. In order to execute the reboot/shut-
down method successfully, WMI requires an account with administrative rights in the machine.

So first make sure that you have provided an administrative account before you reboot/shutdown the machine.

Second, by default the Windows XP Professional's ForceGuest option is enabled, which means any account logged
in remotely is considered as the Guest account. While Guest account has no right to reboot/shutdown a machine,
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so whatever account you provide you cannot reboot/shutdown the machine.

When a machine with Windows XP Professional is added to a domain. The system disables the ForceGuest option
automatically. To disable the ForceGuest option manually, you can open the Control Panel, Adminitrative Tools,
Local Security Setting, and then choose Local Policies, Security Options:

|File Action  Miew  Help |

e B XER @ |

@ Security Settings 4 Security Setking G |
Accaunt Policies 1 —r——
% s I”tera Network access: Sharing and security model for local... [? |r§|
Intera —
: % Eudlt;o::cty o Intera Lacal Securty Setting
SEN i ghts i S5Igr Intera
: [j'mbfec'-'”ty (l)ot|ons [R¥]mkera ag Metwork access: Sharing and security model for local accounts
B Public Key Policies < |
[#-[L] Software Restriction P Mrcros —
B g IF Security Policies on IMicros
Micros
Mtcros Guest only - local users authenticate as Guest w
Mn:ros Classic - lozal users authenticate as themselves
Micros 4
Micros
Netwo
Netwo
Netwo
Netwo [ [0]8 ] [ Cancel ] [ Apply ]
Netwc - -
Network access: Named Pipes that can be accessed anonymo,..  COMMNAP,COMMODE, SQLIQUERY, SPOOLSS, LLSRPC,EPMAPI
Network access: Remotely accessible registry paths SystermiCurrentContralSetControliProductOptions, Swstemb
Network access: Shares that can be accessed anonymously COMCFG,DFSE
Network access: Sharing and security madel Far local accounts Guest only - local users authenticate as Guest B
Network security; Do not store LAN Manager hash value onne... Disabled
Network security: Force logoff when logon hours expire Disabled
Network security: LAM Manager authentication lewel Send LM & MNTLM responses
MNegotiate signing

—_—

14 stant : 0 by Set.. | i§ untitled - Paint

Select the policy: Network Access: Sharing and security model for local accounts. Set it to Classic - local users
authenticate as themselves. For more information about ForceGuest Option, please refer to the MSDN article Sim-
ple Sharing and ForceGuest at
http://www.microsoft.com/technet/treeview/default.asp?url=/technet/prodtechnol/winxppro/reskit/

prde ffs ypuh.asp
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Port List

The ASM Console and Agents use dedicated ports to communicate with each other. If the ASM Console and Agents
are not on the same side of the firewall, the correct ports need to be left open for communication. Please refer to the
Port List, for the actual ports needed for ASM6.

Firewall
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It is recommended that the ASM Console and Agents be on the same side of the firewall for more secure server

management.
Port Number List:

Firewall

INTERNET

Remote Window Console TCP/6100
UDP/6100
Remote Linux Console TCP/4400
UDP/5500
Pegasus CIM Server TCP/5988
TCP/5989
RMCP UDP/623
UDP/664
SNMP UDP/161
SNMP Trap UDP/162(Console side)
Terminal Services TCP/3389
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Broadcom's ASF Configuration Utility

Please ensure that you selected Broadcom ASF Management Applications for G510 during Acer Server Manager
software installation.

On Windows 2000 OS environment, launch Broadcom's ASF Configuration utility by clicking,

Start | Programs | Broadcom ASF Configuration. In this utility, you can detail ASF configuration and set man-
agement console IP etc.

£% Broadcom ASF Configuration Program ( ¥6.0.0 ) } | |EI|5|

Metwark Adapter A5F Configuration | A5F Diagnostics |

Metwork Adapters ¥ ASF Enable Help
E &~ ASF Parameters
¥ RMCR ¥ ‘wol on 4RP/RMCR  Management Cansole 1P
Ciiees | 192 . 168 . 10 . &1

Heartheat Interval [in Sec.] IF Address
| 192 . 168 . 10 . 211

:

SM Bus Address of the Adapter Subret b ask

|1u4 | 255 256 . 285, O
PET Retransmit Interval [in Sec.| Default Gateway

|2[| N | 192 0168 . 10 . 1
Legacy Device Pall Interval (inSec.) ASF Firnyeare Yersian:
|—5 IBHCM B5F w202

| SHMP Commurity:

Yiew Detall ASF Configuration r
Ipubhc

Refresh

Cancel | Apply |

%) Broadcom ASF Configuration Program { ¥6.0.0 ) L & |EI|£|

Metwork &dapter 45F Configuration  ASF Diagnostics |

Help
@ Selected Adapter : [0001] Broadcom Met=treme Gigabit Ethemet
Available Adapters | Teszt | Statuz | Pazz/Fai |
[00071 ] Broadcom Met-<treme 5. EEPROM
[ ASF Test
Select Al Ceardl | Test |

Ok, I Cancel | Lipply
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